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This book describes the various facets of cyber security and information assurance and 
identifies the corresponding research areas through 23 high quality research papers and 
industrial practice articles. The area of coverage includes:
 
Data Security and Authentication
Incentive Mechanisms and Web Security
Human-centric aspects of Security
Security, Privacy and Access Control Theory and Applications
Economics Aspects of Security
Threat Modeling, Intrusion and Response

This book is intended to serve as an essential resource for security practitioners, consultants, 
contractors, system administrators, chief information officers, researchers in government 
agencies, and graduate students in Information Sciences, Computer Science and Computer 
Engineering.

H. Raghav Rao is a Professor of Management Science and Systems, University at Buffalo, 
Buffalo, New York, USA.

Shambhu Upadhyaya is a Professor of Computer Science and Engineering, University at 
Buffalo, Buffalo, New York, USA.

About the Series
Handbooks in Information Systems
The dual goal of the Handbooks in Information Systems is to provide a reference for the 
diversity of research in the field by scholars from many disciplines, as well as to stimulate 
new research. The amazing and ongoing explosions in technology innovations in network-
ing continue to produce many new opportunities in information systems both in social 
areas and business. The successful exploitation of technologies will depend on our 
understanding of how to deploy these innovations. These challenges should ensure that 
information systems wwill be an exciting field and we expect the handbook series to play 
an important role in providing the background knowledge to sustain this excitement and 
expand the scope of this background.
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1. Program Security, Data Security and Authentication 
Chapter 1. Distributed proof systems for cross-domain authorization 

Authors: Kazuhiro Minami, University of Illinois at Urbana-Champaign and 
David Kotz, Dartmouth 

Chapter 2. Issues and Advances in Biometrics 
Authors: Sergey Tulyakov and Venu Govindaraju, University at Buffalo 

Chapter 3. Database Recovery in Information Warfare Scenario 
Authors: Brajendra Panda and Prahalad Raghothaman, University of Arkansas 
 

2. Internet Scourges and Web Security 
Chapter 4. Incentive Mechanisms for Internet Security 

Authors: Manoj Parameswaran, Santa Clara University and Andrew Whinston, 
University of Texas at Austin 

Chapter 5. Autonomic Computing and Information Security 
Authors: Hina Arora, T.S. Raghu and Ajay Vinze, Arizona State University 

Chapter 6. Policy Management for the Semantic Web 
  Authors: Bhavani Thuraisingham, University of Texas, Dallas 
3. Usable Security and Human-Centric Aspects 
Chapter 7. Social Engineering in Phishing 

Authors: Markus Jakobsson, Palo Alto Research Center and Christopher Soghoian, 
Indiana University at Bloomington 

Chapter 8. Human Centered Security 
Authors: Vidyaraman Sankaranarayanan, Microsoft Corporation, Shambhu 

Upadhyaya, University at Buffalo and Kevin Kwiat, U.S. Air Force Research Lab 
Chapter 9. An Exploration of the Design Features of Phishing Attacks 

Authors: Jingguo Wang, University of Texas, Arlington,  Rui Chen, Ball State  
University, Tejaswini Herath, Brock University, Canada, H. Raghav Rao, University at 
Buffalo 

 
4. Security, Privacy and Access Control Theory 
 
Chapter 10. Identification, Access Management and Data Privacy 

Authors: Sateesh Kannegala, IBM. India 
Chapter 11. Children’s Online Privacy: Issues with Parental Awareness and Control 

Authors: France Belanger, Robert E. Crossler, Janine S. Hiller, Michael Hsiao, 
and Jung-Min Park Virginia Tech 



Chapter 12. Usable Mandatory Access Control for Operating Systems 
Authors: Ninghui Li, Ziquing Mao and Hong Chen, Purdue University 

Chapter 13. Optimistic Fair Exchange 
Authors: N. Asokan, Nokia, Finland and Matthias Schunter, IBM Research, 

Switzerland 
 

5. Security Privacy and Access Control Applications 
Chapter 14. Privacy-Preserving Techniques in Wireless Sensor Networks 

Authors: Sajal Das, The University of Texas at Arlington Na Li, The University 
of Texas at Arlington and Nan Zhang, George Washington University 

Chapter 15. Access Control and Trust Management for Emerging Multidomain Environments 
Authors: Yue Zhang and James Joshi, University of Pittsburgh 

Chapter 16. Privacy, Access Control and Location in Mobile Ad Hoc Applications 
Authors: Yi Zheng, Michelle Watson, Stephanie Chow, Amanda Paul, Ryan 

Bishop, Ranny Huang, Patrick C. K. Hung and Jordanne Christie, Univ. of Ontario 
Institute of Technology, Canada 

Chapter 17. Employee Location Sensing: Implications for Security and Privacy;  
Authors:  Laurel A. McNall SUNY Brockport and Jeff Stanton Syracuse 

University 
 

6. Economic Aspects of Security 
 
Chapter 18. Security Investment and Information Sharing for Defenders and Attackers of 

Information Assets and Networks 
Authors: Kjell Hausken, University of Stavanger, Norway 

Chapter 19. Economic Determinants of Piracy of Digital Goods: Using Market Forces to Shape a 
Secure Solution 

Authors: Sudip Bhattacharjee, Ram Gopal, James R. Marsden, Ramesh 
Sankaranarayanan, University of Connecticut 

Chapter 20. Advances in the Economics of Information Security 
Authors: Vineet Kumar, Tridas Mukhopadhyay, Carnegie Mellon University, 

Byung Cho Kim, Virginia Tech 
 

7. Threat Modeling, Intrusion and Response 
 
Chapter 21. Threat Modeling and Dynamic Profiling of Networked Applications 

Authors: Daniel Germanus, Andreas Johansson, Neeraj Suri, TU Darmstadt, 
Germany 

Chapter 22. Intrusion-Resilient Middleware Design and Validation 
Authors: Paulo Verissimo, Miguel Correia, Nuno Neves and Paulo Sousa, 

University of Lisboa, Portugal 
Chapter 23. Incentive-based Methods for Inferring Attacker Intent and Strategies and Measuring 

Attack Resilience 
Authors: Wanyu Zang and Meng Yu, Western Illinois University, Peng Liu, Penn 

State University 
 




