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Abstract

This study examines the relationships between various risks, beliefs, and behavioral intentions that are related to citizens'
use of anti-/counter-terrorism e-Government websites. The data was collected through two surveys within a one-year interval
— before and after the Iraqi regime was expelled by the US coalition army. The results suggest that perceived privacy risk
from an anti/counter-terrorism authority is the major obstacle in citizen-to-government anti/counter-terrorism information flow,
while citizens' belief in the authority's domain competence greatly influences citizens' dependence on anti/counter-terrorism
website information. Other findings and implications are discussed, and directions for future research are suggested.
© 2006 Elsevier B.V. All rights reserved.
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1. Introduction

For several years, many government organizations
have been trying to transform themselves into more
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efficient and effective organizations by adopting new
technologies, especially the Internet. At the federal
level, e-Government initiatives have developed various
web-based public services. For example, FirstGov.gov
is a gateway to more than 180 million web pages from
federal and state governments, Disasterhelp.gov is an
information source for about 15,000 emergency man-
agers, and Grants.gov is a government grant search and
application tool for more than $360 billion in annual
grants [13]. State and local level governments also spent
more than $1 billion in 2000 and most of them now
provide a portal website for their constituents [14].
However, the increased public concern of terrorism and
information security of US citizens is presenting new
hurdles to government efforts to leverage efficient
technologies. According to a recent poll, 50% of
Americans are worried about possible terrorist attacks,
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1 In the US government, this concept can be understood as the
federal level legislative bodies backed by some executive bodies.
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including cyber-attacks on social infrastructure [34].
With the increased role played by the US government in
the international community, the threat is unlikely to be
dissolved in the near future [46].

Another noticeable trend in the citizen-government
interactions is that US citizens' dependency on the
Internet for government information and services,
especially those related to national emergency, has
greatly increased for the last several years [33]. 56% of
American Internet users surveyed went online for Iraq
war related information, such as how the war was
developing over time and how to prepare for possible
terrorist attacks. While the war was ongoing, 17% of
total American Internet users identified the Internet as
the primary information source or communication
medium — a big leap from the 3% immediately before
the 9/11 incidents [35]. During the same period,
ironically, many government agencies had to take
down previously available public information from
their websites for national security reasons in spite of the
increasing demand for online government information.
These conflicting pressures from technology utilization,
security concerns over the external threat (i.e., terror-
ism), and government control for public information can
create perturbation in the citizens' e-Government
acceptance decisions and behavior, which in turn can
prevent e-Government initiatives from understanding
why some e-Government services are readily accepted
while some others fail to attract citizens. What are the
risks that citizens are concerned with in the context of
Anti-/Counter-Terrorism (ACT hereafter) e-Govern-
ment service use? When citizens face a high terrorism
risk, will they rely on an ACTe-Government website for
safety information and provide sensitive information to
the website? If not, how can e-Government agencies
improve their services and realize the potential benefits
of IT? Understanding public perception of risk and
interaction with ACT websites are a critical step to
effective risk–communication practice [40], yet few
researchers have explored factors influencing citizens'
use of ACT e-Gov services, and virtually nothing is
known about the effect of external threats and counter-
measures for the interference of the threats [24].

This study has a two-fold contribution. First, based
on user acceptance theories in the MIS field and
psychology-based economic theories of decision under
uncertainty, we synthesize a model that can explain the
role and influence of specific beliefs on citizens'
decision to use ACT e-Government websites. Second,
it empirically examines the effects of various types of
risks and counter-beliefs in the ACT e-Government
service context. The types of risks include: (a) possible
terrorist attack, (b) uncertain web-based service channel
performance, (c) future behavior of ACT e-Government
service providers and the highest government authority
in the country, the national government,1 and (d)
information security and privacy risk from the Internet.
In relation to these risks, we bring in counter-beliefs that
are hypothesized to reduce the perceived levels of risks.
The resulting model can take into account the effect of
each perceived risk and the counter-effects of the related
beliefs, on citizens' intention to use ACT e-Government
services.

The invasion in Iraq and its subsequent occupation
by the US provided a unique opportunity to study
citizens' use of e-Government websites in a risky
situation. Because the US government took the leading
role in the war, the risk of terrorist attack by the Iraqi
regime or other adversaries was significantly increased,
and the Department of Homeland Security (DHS) had to
raise the national terrorism threat level to High (level
orange). We conducted the first questionnaire survey
when the war in Iraq was rapidly developing and the
alert level was orange. The second survey was
conducted exactly a year later, when the alert level
was lowered to yellow, despite reports of US casualties
on a daily basis.

2. Theoretical background

In this section, we first present the underlying
rationale of our dependent variables, and then discuss
the theoretical framework and relationships between the
concepts included in our analysis.

2.1. Intention to use e-Government services

The motivations of this study (i.e., promoting
dependable ACT e-Government services and assuring
proper functioning of ACT activities in a public
emergency situation) are in line with the concept of
information systems success at both user and organiza-
tional levels. In this study, we combine both perspec-
tives and propose to use the concept of “intention to use
e-Government website” to reflect user satisfaction and
approximate achievement of organizational objectives.
A government can be understood as either a protector or
a controller of its citizens. When it is the protector, its
citizens are both consumers of the protection service and
sensors (i.e., eyes and ears) of the protector. In contrast,
a government as a controller can regulate and punish, if
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necessary, its constituents to uphold institutionalized
order [4]. In this case, an individual citizen becomes
vulnerable to whatever action is taken by the govern-
ment. In the e-Government context, citizens' satisfac-
tion with respect to their government as a protector is
determined by the quality of protection services
provided by e-Government systems. From the govern-
ment's perspective, its performance as a protector is
largely dependent upon its capabilities to gather
intelligence and mobilize citizens through e-Govern-
ment systems. Yet, the controller role of many ACT
authorities (e.g., the Federal Bureau of Investigation,
police) opens up the possibility that any private
information provided to or any behavior suggested by
the authorities cannot only be used for public protection
but also for control over individuals. Therefore, citizens'
willingness to be informed by, follow directions of, and
provide information to e-Government reflects the
success of ACT e-Government. Based on this view-
point, we use two intention measures: citizens' Intention
to Depend on Information from an ACT e-Government
website (IDI) and Intention to Provide private Informa-
tion to the website (IPI). These website level intention
measures (as opposed to organizational or specific
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the specific concepts are hypothesized based on decision
theories.

2.2.1. Perceived relative usefulness of ACT e-Gov
websites

Factors that determine or predict user acceptance of
information systems have been one of the most
intensively examined topics in MIS studies. The
Technology Acceptance Model (TAM) based studies
[10] contend that a potential user's acceptance and use
of an information system can be best explained by
perceived usefulness, perceived ease of use, and a
subjective norm. The TAM model was built on the
Theory of Reasoned Action (TRA) that views human
behavior as a direct function of behavioral intentions
and beliefs as determinants of the intentions. In TAM,
perceived usefulness is defined as “the degree to which a
person believes that using a particular system would
enhance his or her job performance” [10]. This explicitly
reflects the expected benefits that come directly from
system use. The significant effect of perceived useful-
ness has consistently been found in most empirical
studies[43]. Many other IT use studies also reflect
expected benefits as a major factor of IT use/usage
intention in the form of task support and future value,
superior functionality, instrument for extrinsic rewards,
or job performance. Similar to the private sector
counterparts, citizens' acceptance of an ACT e-Govern-
ment service will also be affected by the expected
benefits of the service system. However, many govern-
ment services, including ACT services, are offered
through multiple channels. Therefore, utility should be
discussed in comparison with other types of service
delivery channels, rather than as an absolute value.
Furthermore, TAM-based models were usually applied
to an organizational IT adoption environment where the
job that the information system supports was given as a
mandatory task and a potential user can only choose
either to use or not to use the information system. These
assumptions do not apply to networked public informa-
tion systems such as online shopping sites on the
Internet. In the e-commerce system context, the question
can be either the choice of a vendor (i.e., website A vs.
website B) or the choice of a channel (i.e., online store
vs. physical store). In this case, the traditional
organizational IT adoption models fall short of applica-
bility to the vendor choice question. Thus, we use the
concept Perceived Relative Usefulness of ACT e-
Government Website to capture potential ACT website
users' belief in the expected (dis)advantages over
alternative service channels, isolating its effect within
the channel choice problem.
2.2.2. Perceived trustworthiness of ACT e-Gov service
provider

In order to answer the vendor choice problem, e-
commerce acceptance literature adopted the concept of
relational trust. A well cited model of organizational
trust defines trust as “a willingness of a party to be
vulnerable to the actions of another party based on the
expectation that the other will perform a particular action
important to the trustor, irrespective of the ability to
monitor or control that other party,” [26, p.712].
According to the model, trust is determined by a
trustor's perception on the trustee's trustworthiness (i.e.,
ability, benevolence, and integrity) and the trustor's
propensity to trust, and leads the vulnerable party
(trustor) to enter the risky relationship with the trustee
[26]. McKnight et al. extended and applied this model to
the e-commerce context [28] where the vendor choice
problem became a major concern because of the inherent
lack of controllability in the Internet environment. In a
similar vein, Gefen and his colleagues also suggested
that familiarity facilitates online exchange relationships
by reducing uncertainty and building trust [15,16]. More
recent studies attempted to integrate the organizational
IT benefit-based models and e-commerce trust models
and provided empirical evidence that both perceived
usefulness and trust can have significant impacts on
adoption intentions in both private [16] and public sector
[24,25] Internet-based information systems.

2.3. Trust, risk, and decision under uncertainty

While an increasing number of e-service studies
support the argument that trust is one of the most critical
enablers of online relationships [16,20,23], we need to
examine more specific concepts with direct relation-
ships in order to provide prescriptive knowledge and
practical insight [25]. This is especially important when
we need to analyze widely varying government services,
including ACT functions, and to provide practical
implications for ACT e-Government service practi-
tioners and researchers. Therefore, we decomposed the
high-abstract concept of “trust” into three specific
beliefs: Belief in Good Intentions, Belief in Domain
Competence, and Belief in Online Competence. The first
belief involves a trustee's benevolence and integrity,
which are closely related to the trustee's likelihood of
(non)opportunistic behavior. On the other hand, the
latter two beliefs are not associated with the trustee's
intentions. Although a trustee who demonstrates high
levels of good intentions, domain competence, and
online competence may be more trustworthy, there is no
logical reason to expect that these attributes co-vary.
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Trust is known to be operative only when a risk exists
[29]. Risk in traditional economics-based theories is
conceptualized as a function (usually the product) of the
probability distribution of possible outcomes and the
outcomes' subjective values [37], while the term in the
literature of psychology-based consumer behavior refers
to subjective probability and severity of negative
consequences [9]. Although the former assumes that
the probability of every possible outcome is known,
accurate and objective probability information is rarely
available in reality [38,39], resulting in inconsistent
levels of perceived risk among individuals. Uncertainty
refers to this ambiguity in probability distribution [29].
As a consequence, perceived risk can be influenced by
the available information about risk and the decision
maker's beliefs in the information source [18], which are
often related to familiarity and trusting beliefs [29].
Following the psychology-oriented views, we define
perceived risk as an Expectation of Loss. Also, we treat
the information and beliefs that induce trust and
familiarity as the determinants of perceived risk.

2.3.1. Perceived risks in ACT e-Government services
Some studies on risk perception identified and

categorized different types of perceived risk relevant
to the business environments in question (e.g., financial,
performance, physical, convenience, delivery, and
business relationship risks) [36]. Similarly, categorizing
risk types relevant in the ACT e-Government service
context can help clarify the relationships between
perceived risks, counter-beliefs, and decision under
uncertainty. Table 1 summarizes four salient risks in the
ACT e-Gov service context: 1) the risk of terrorist
attack, 2) the risk of inferior service system or channel,
3) the privacy risk caused by the service provider, and 4)
the information security risk from the Internet environ-
Table 1
Risks relevant to the ACT e-Gov service context

Risk Description

Risk 1. Terrorist attack Expected loss from a terrorist attack (i.e., loss
Risk 2. Inferior service

system
Expected loss (e.g., delayed service, out
information) from choosing a web-based ACT
e-Gov system inferior to an alternative service
or channel (e.g., mail, telephone, in person).

Risk 3. Relational privacy Expected loss from providing private informa
the service provider who may use the informa
an unexpected way (e.g., background
surveillance).

Risk 4. Environmental
information security

Expected loss from using the Internet infrastruc
interact with an ACT service provider (e.g., i
theft, unstable network).
ment. When citizen behavior is the concern, risks can
also be categorized as inherent or handled risk,
depending on the level and controllability of the risk
[3,12]. Inherent risk resides at the product category level
and consumers cannot do much about this risk (e.g., the
risk of terrorism). On the other hand, handled risk refers
to the risk associated with a particular brand within a
product category after a consumer makes a choice (e.g.,
an ACT website). The last column in Table 1 shows the
corresponding level and controllability of the four risk
types in the context of ACT e-Government service
adoption.

2.4. Determinants of intentions to use an ACT e-Gov
website

Subjective expected utility theory argues that people
choose the option that offers the highest subjective
expected utility among available alternatives [38,39].
The subjective expected utility of an available option
(SEU(X)) is calculated by summing all the products of
utility of every possible outcome state (u(x(s))) and the
corresponding subjective probability of the outcome
state (p(s)). The more recently proposed prospect theory
takes almost an identical functional form in its prospect
(V) calculation, except that it replaces subjective
probability p in the SEU(X) function with decision
weight (π) [21].

Faced with the risk of terrorism, a citizen can choose
to do nothing and take the full risk of terrorism, or
choose to use an ACT e-Government website (i.e.,
depends on the ACT information or provides private
information) to reduce the risk. The choice between
these alternatives reflects the attitude of the decision
maker toward the ACT e-Gov website usage behavior
[21]; the attitude that will largely determine our
Source of Risk Level/controllability

of life) Terrorists Service category/inherent risk
-dated
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channel/handled risk

tion to
tion in
check,

The service provider's
benevolence and integrity

Specific ACT
authority/handled risk

ture to
dentity

Technological and
legal safeguards

Specific service
channel/handled risk



1436 J. Lee, H.R. Rao / Decision Support Systems 43 (2007) 1431–1449
behavioral intention variables [1]. The following
expressions2 represent three available options:

Option A: do nothing and take the full risk of
terrorism:

SEUðXAÞ ¼
X

pðsiÞuð−xðsiÞÞ ðExpression 1Þ

Option B: depend on an ACTe-Gov website for ACT
information:

SEUðXBÞ ¼
X

pðsiÞuð−xðsiÞÞ þ
X

pðsjÞuðyðsjÞÞ
ðExpression 2Þ

Option C: provide private information to an ACT
e-Gov website:

SEUðXCÞ ¼
X

pðsiÞuð−xðsiÞÞ þ
X

pðsjÞuðyðsjÞÞ
þ
X

pðskÞuð−zðskÞÞ; ðExpression 3Þ
where p(s) is the subjective probability of an outcome
state s to occur, and u(x(s)) is the utility of the
outcome at state s.

The separate summation groups represent indepen-
dent subjective expected utilities from different outcome
state sets: SEU from a terrorist attack (the 1st block in
Expression 1 2 3), from the choice of the ACT service
system (the 2nd block in Expression 2 and 3), and from
disclosed private information (the 3rd block in Expres-
sion 3). With these specifications, the three blocks
reflect Risk 1, Risk 2, and Risk 3 and 4 in Table 1,
respectively.

2.4.1. Terrorism risk to usage intentions
As formulated in the expressions above, the risk of a

terrorist attack influences the attitude toward depending
on an ACT e-Gov website for information (i.e., SEU
(XA) over SEU(XB)) and the attitude toward providing
private information to an ACT e-Gov website (i.e., SEU
(XA) over SEU(XC)). The difference between two
resulting SEU(X)s can be considered as an indicator of
the strength of the positive/negative attitude toward the
dominating/dominated option. For example, let us
assume that a terrorist attack has two outcome states, 0
and −100 (i.e., life or death), and the subjective
probability of such an attack to occur is 0.05. Also,
assume that depending on information in an ACT
2 Although both SEU and Prospect theories provide a framework
that matches related concepts in the study context, we use the SEU(X)
function form to express the alternative options in the ACT e-Gov
service context, and the two theories' assumptions where the more
important differences exist are not considered in the expressions.
website can reduce the probability of the attack to half
and that there is no difference between using the ACT e-
Gov website and using other systems (e.g., telephone).
Then, the subjective expected utilities for the alternative
options and the attitude toward the behavioral intention
to depend on the ACT website for information can be
represented as below:

2.4.1.1. Scenario 1.

SEUðXAÞ ¼ ½0:05⁎uð−100Þ þ 0:95⁎uð0Þ�

SEUðXBÞ ¼ ½0:05⁎0:5⁎uð−100Þ� þ ½0:05⁎0:5⁎uð0Þ�
þ ½0:95⁎0:5⁎uð0Þ� þ ½0:95⁎0:5⁎uð0Þ�

Assuming the utility of an outcome that coincides
with the outcome value, for demonstration purpose,

SEUðXAÞ ¼ −5; SEUðXBÞ ¼ −2:5; and AttitudeðXBAÞ
¼ SEUðXBÞ−SEUðXAÞ ¼ 2:5

In this example, the higher subjective expected utility
of Option B (SEU(XB)=−2.5) will, in general, result in
a positive attitude toward Option B (i.e., depend on ACT
e-Gov website for information), and the difference
between the two subjective expected utilities (i.e., SEU
(XB)−SEU(XA)=2.5) is an indicator of the level of the
positive attitude toward Option B. Now, let us assume
that the subjective probability of such a terrorist attack
increases to 0.1, with everything else held constant. The
subjective expected utilities and the level of the positive
attitude toward Option B will change to:
2.4.1.2. Scenario 2.

SEUðXAÞ ¼ ½0:1⁎uð−100Þ þ 0:9⁎uð0Þ� ¼ −10

SEUðXBÞ ¼ ½0:1⁎0:5⁎uð−100Þ� þ ½0:1⁎0:5uð0Þ�
þ ½0:9⁎0:5⁎uð0Þ� þ ½0:9⁎0:5⁎uð0Þ� ¼ −5

AttitudeðXBAÞ ¼ SEUðXBÞ−SEUðXAÞ ¼ 5

This example shows that increase in the risk of
terrorism (Risk 1) can increase the positive attitude
toward ACT services, ceteris paribus. However, this
expected utility based prediction is countered by
prospect theory, which is a decision theory offered by
Kahneman and Tversky [21]. According to prospect
theory, individuals faced with a choice under risk go
through a two-phase process, the first phase of which
transforms the options into a simpler form by applying



1437J. Lee, H.R. Rao / Decision Support Systems 43 (2007) 1431–1449
several operations. One effect of such a simplification is
the isolation effect. An isolation effect occurs when a
decision maker ignores components shared by the
alternative options [21,41]. Applied to the same
Scenario 1 above, an isolation effect will cancel out
the probability p3 of terrorism that applies to both
options (i.e., 0.05 and 0.95) and simplify the options to
the following forms4:

ProspectðVAÞ ¼ ½
X

ppðsiÞvð−xðsiÞÞ�
¼ f0:05⁎½1⁎vð−100Þ� þ 0:95⁎½1⁎vð0Þ�g
Y½vð−100Þ þ vð0Þ�

ProspectðVBÞ ¼ ½
X

ppðsiÞvð−xðsiÞÞ� þ 0

¼ f0:05⁎½0:5⁎vð−100Þ þ 0:5⁎vð0Þ�
þ0:95⁎½0:5⁎vð0Þ þ 0:5⁎vð0Þ�g

Y½0:5⁎vð−100Þ þ 1:5⁎vð0Þ�

Assuming that an outcome and its utility are
identical, for demonstration purpose, Prospect(VA)=
−100, Prospect(VB)=−50, and Attitude(VBA)=Prospect
(VB)−Prospect(VA)=50, which will remain unchanged
in Scenario 2.

Therefore, prospect theory suggests that the risk of a
terrorist attack be irrelevant to the choice between use
and non-use of ACT e-Gov websites. H1a and H1b in
Fig. 1 examine this contradiction by hypothesizing
positive effects of perceived terrorism risk on the
intentions to use ACT websites.

2.4.2. Perceived relative usefulness of website to usage
intentions

In an earlier section, we argued that the concept of
perceived usefulness of an ACT e-Gov website should
be considered in comparison to those of other service
channels provided by the same service provider. The
Risk of Inferior Service System (Risk 2 in Table 1) is
caused by the ambiguity in the performance of
alternative service systems or channels (i.e., website
vs. telephone, mail, person-to-person) [8], a.k.a. choice
3 We predict that individual citizens would focus mainly on the
possibility of a terrorist attack, while government and organizations
would consider both the probabilities and magnitudes of various
possible outcome states of an attack, in which case both theories
would predict a positive impact of perceived terrorism risk on the
ACT e-Gov service usage intentions.
4 For simplicity, every weighted probability πp(s) is assumed to be

identical to its subjective probability counterpart.
uncertainty [42] in the marketing field. This risk
perception thus involves an individual citizen's 1)
evaluation of the subjective expected utility (SEU) of
using a web-based service channel and 2) comparison of
the SEU with that of non-web service systems or
channels available to the individual. To the extent that
the individual's SEU of the web-based service is certain
and exceeds that of other channels' p(sj) u(y(sj)), the
decision maker will have a stronger positive attitude
toward channel choice behavior (i.e., use web-based
service), which will in turn increase intentions to use the
website for ACT services. This is the rationale behind
the positive effects of the perceived relative usefulness
on the two usage intentions (H2a and H2b in Fig. 1).

According to our categorization of specific beliefs
that induce the concept of trust, the only trusting belief,
relevant to the evaluation of usefulness perception, will
be the belief in the ACT service provider's online
competence, and the other two trusting beliefs in our
study (i.e., beliefs in ACT competence and good
intentions) should have a constant effect across the
alternative service channels. In other words, only when
an individual believes that an ACT service provider is
knowledgeable about and capable of providing quality
web-based online services, the individual will predict
more favorable outcome states with higher probabilities,
in a decision to use a web-based service. This positive
relationship between online competence belief and
perceived relative usefulness of an ACT e-Gov website
is represented as H6 in Fig. 1.

2.4.3. Relational privacy risk to usage intentions
Although ACT e-Gov services, as public services, do

not involve risks caused by online payment or product
delivery, the citizen-to-government information flow
can still create risks in using an ACT e-Gov website.
This risk can be divided into two types; relational
privacy risk (Risk 3 in Table 1) and environmental
information security (Risk 4). The former risk arises
from citizens' inability to control the ACT service
providers' future opportunistic behavior. As mentioned
earlier, any private information passed to an ACT
service provider to reduce the terrorism risk can easily
be appropriated for a control purpose as well.
Furthermore, the voluntary and covert nature of most
ACT services can exacerbate this risk. Citizens will not
hesitate to provide private information (e.g., annual
income, employment, home address) to the Internal
Revenue Service (IRS) because any taxpayer is required
to do so, and the IRS will already have such
information. Also, people will not mind giving their
names, home addresses, and contact information to the
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US Postal Service (USPS) because they know when and
why USPS needs the information. In contrast, ACT
service providers would not usually have an ACT
service user's private information, unless the individual
drew attention for some reason, and the usage of
collected private information would often be unclear.
Therefore, providing private information to an ACT
service provider greatly increases the vulnerability of
the service user by increasing the number of negative
possible outcome states and their subjective proba-
bilities (sk and p(sk) in Expression 3). Moreover, the
increased vulnerability comes without warrant of
corresponding reduction in the risk of terrorism. H3 in
Fig. 1 represents this negative effect of perceived privacy
risk in a G2C relationship on intention to provide
private information.

Many trust studies have emphasized the importance
of trust in terms of its deterrent effects on expected
opportunistic behavior of the trustee [16,26,27]. Our
concept of belief in good intention consists of
benevolence belief and integrity belief that are closely
related to opportunism. Because many decisions to
exploit citizens' private information against their inte-
rests can be made solely at the service provider's dis-
posal, this privacy risk should be largely accounted for
by the belief in the ACT service provider's good in-
tention, and neither its ACT domain competence nor
online competence should be influential to the decision.
We also hypothesize positive direct relationship be-
tween the belief in an ACT e-Gov service provider's
good intention and citizens' intention to provide private
information to the ACT website. Since our conceptual-
ization of belief in good intention is a central factor of
relational trust, the widely accepted positive direct
relationship between trusting beliefs and behavioral
intentions can be validated against our theoretical
structure that assume full-mediation of perceived risk.
Based on the discussions, we hypothesize that the belief
in an ACT service provider's good intention has a
negative effect on the perceived risk of relational
privacy (H7a) and a positive direct effect on the
intention to provide private information to the ACT
website (H7b in Fig. 1).

2.4.4. Internet security risk to usage intentions
Yet another risk related to the bottom-up information

flow exists in the Internet environment. The risk of
information security in the Internet Environment (Risk
4) results from technological flaws and insufficient legal
protection in the Internet environment (e.g., threat of
hackers and Internet scam). Information security can be
defined as “the protection of information and the
systems and hardware that use, store, and transmit
that information” [45, p. 9]. Although all other
information systems share some degree of security
risk, the Internet environment is particularly vulnerable
to information security risk because the environment is
not under the control of a single legal jurisdiction or
ownership. Regardless of the online service provider's
authority or technological competence level, informa-
tion security cannot be guaranteed in the Internet
environment. An example is the recent hoax emails, in
which the senders impersonated a government agency
(e.g., FBI, FDIC) to falsely accuse the recipients of
illegal online activities or violations of Patriot Act in an
attempt to distribute an Internet worm or gather private
information. This kind of risk is not contingent upon the
possibility of opportunistic behavior or technological
competence of a particular online entity (e.g., ACT
e-Gov service providers), and must be analyzed
separately from the relationship specific factors, such
as trusting beliefs [26]. Accordingly, we include
information security risk on the Internet as a separate
construct from the previous one (i.e., relational privacy
risk) and test its negative impact on the information flow
from citizens to ACT e-Gov websites (H4 in Fig. 1).

The e-commerce trust model suggests that institu-
tion-based trust has both a direct and an indirect effect
on trusting intention, through trusting beliefs [28].
Institution-based trust includes two sub-constructs;
situational normality that refers to a trustor's perception
of the situation where everything seems normal or in the
right order, and structural assurance that refers to the
beliefs that legal and technological safeguards are in
place to protect the trustor. When measured at the
Internet infrastructure level, as in [28], the structural
assurance concept reflects the situational risk of the
Internet environment, while Gefen et al.'s [16] website
level manifestation (i.e., existence of 3rd-party seal, 1-
800 number, statement of guarantees, and hyper-link
with reputable websites) reflects a specific website
operator's conformity to situational risk countermea-
sures and can be considered as a source of relation-
specific trusting beliefs. We follow the former view to
capture the effects of structural assurance beliefs in the
Internet environment in general. This general concep-
tualization involves factors beyond a particular ACT
service provider's attributes (e.g., expertise in online
operations, opportunistic behavioral intentions) that can
affect both relational privacy risk and extra-relational
information security risk on the Internet.

In conjunction with the risks related to providing
private information, the structural assurance belief can
reduce the relational privacy risk from the ACT service
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providers' future behavior (Risk 3) and the information
security risk from the Internet environment (Risk 4)
[11,28]. According to the results of a large-scale survey
[32] on citizens' use of the Internet, on the day of the 9/
11 terrorist attack, 4–5 million people used the Internet
to contact others because the telephone network was
disrupted. Ironically, that was exactly when major
Internet news websites (e.g., www.cnn.com, www.
msnbc.com) could not be accessed due to their limited
bandwidth, and many people without TV or radio (e.g.,
at work) became anxious to figure out what was really
happening. In addition, citizens may not have a clear
understanding about the extent to which their govern-
ment is allowed to delve into their private information
(e.g., USA PATRIOT Act). The uncertainty in the
Internet environment makes it more difficult to predict
what outcome states are possible on the Internet and
what their probabilities are. Given the high level of
uncertainty, beliefs in the legal and technical structure of
the Internet environment can significantly influence
the risk perception by reducing the size -z(sk), the
probability p(sk), and the number k of possible negative
outcomes in Expression 3. Thus, we hypothesize that the
structural assurance belief can reduce the information
security risk from the Internet environment (H8a)
[11,28] and the relational privacy risk from the ACT
service provider (H8b).

2.4.5. ACT domain competence belief to usage
intentions

As far as vendor choice is concerned, a decision to
depend on an ACT website requires a belief that the
ACT e-Gov service provider possesses a certain level of
competence in the ACT domain and is capable of
reducing the risk of terrorism. Therefore, we hypothe-
size that an individual's belief in the ACT service
provider's domain competence can increase his/her
intention to use the ACT service provider's services by
increasing the perceived probability of getting useful
services (p(sj) in Expressions 2 and 3). However, it is
difficult to argue that the effect of domain competence
belief is mediated by the perceived risk of terrorism
because using an incompetent ACT service provider's
service does not increase the possibility of a terrorist
attack. Regarding the intention to provide private
information, the belief in domain competence will not
affect channel choice (i.e., whether provide private
information through a website or another channel to the
same ACT authority) because domain competence is an
attribute of a service provider and will have the same
impact on every alternative channel. Therefore, we
hypothesize a direct positive effect of domain compe-
tence on the intention to depend on the information (H5
in Fig. 1).

2.5. Effects of trust in national government

Although government organizations have autono-
mous power and rights to some extent, every govern-
ment organization is subject to the national (i.e., the
highest level) government's control. In such a condition,
citizens' trusting beliefs in the national government can
be transferred to ACT e-Government service providers
through organizational control and cognitive categori-
zation processes [27]. After the 9/11 incidents, the
federal government passed several laws that could pose
a risk to citizens' rights by controlling information flow
among government agencies. For example, the Sensitive
But Unclassified (SBU) provision in the Homeland
Security Act of 2002 (Title VIII, Subtitle I) enables
federal, state and local authorities to share homeland
security related information, and allows the President
and the Secretary of the Department of Homeland
Security to decide on the use and reuse of such
information being given to states and localities. The
USA PATRIOT Act is another example that increased
concern over civil rights, and yet, additional legislations,
such as Patriot II (a.k.a. Domestic Security Enhance-
ment Act of 2003) and Intelligence Authorization Act of
2005, are continuing to threaten citizens' privacy and
freedom.

In addition to its organizational control, the trust-
worthiness of national government can influence beliefs
in other government organizations by cognitive catego-
rization processes. According to McKnight et al., [27]
people tend to trust an unfamiliar entity if the entity is a
member of a reputable organization, and vice versa (a.k.
a. reputation categorization). Gefen et al. [16] also
recognized this cognitive process as an antecedent of
trust (i.e., cognition-based trust antecedents). Although
most e-Gov service providers are fairly familiar
government agencies, where the effect of cognition-
based trust is expected to disappear, we argue that the
effect exists in the e-Government context. In the e-
commerce environment, each online service provider is
autonomous and independent entity. Therefore, as an
individual experiences an online entity, the entity's
disclosed attributes (e.g., trustworthiness) tend to
deviate from the industry average. However, in the e-
Government context, every online service provider is, in
a sense, part of a larger government organization,
with the national government at the top of the
authority pyramid. Therefore, they will share consider-
ably more attributes (e.g., privacy protection standards,

http://www.cnn.com
http://www.msnbc.com
http://www.msnbc.com
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performance metrics), resulting in convergence around
the national government's attributes. In this case,
citizens will maintain a relatively static association
between beliefs in the national government and those in
other government organizations. Hence, we hypothesize
that political trust will have positive effects on the three
specific trusting beliefs. These relationships are pre-
sented as H10a–c in Fig. 1.

As the highest legislative and executive body, the
national government can also affect perceived structural
assurance of the Internet by imposing regulations on the
industries. Because structural assurance includes legal
safeguards by definition, citizens' beliefs that the
national government would protect their online activity
by providing appropriate regulatory measures will
increase their structural assurance belief. The Children's
Online Privacy Protection Act (Coppa), the Gramm–
Leach–Bliley Act for the financial industry, and the
Health Insurance Portability and Accountability Act
(HIPAA) exemplify such influence. We hypothesize a
positive effect of political trust on the structural
assurance belief (H10d in Fig. 1).

2.6. Control variables

The suggested model includes two control variables,
Perceived Quality of a Website (PQW) and Disposition
to trust (DT), in order to avoid spurious correlation
caused by a common antecedent. Perceived Quality of a
Website captures the quality of website specific
properties such as organization of contents, navigational
quality, retrieval speed, and interactivity. As citizens
experience the quality, they can revise their previous
beliefs in the relative usefulness of the website [22,31].
A high quality system can also provide website users
with a signal that the website operator has the
competence to carry out online services [16]. McKnight
et al. also included a similar concept (i.e., perceived site
quality) in their e-commerce trust model as a control
variable [28] and hypothesized that perceived site
quality can positively influence perceived trustworthi-
ness (i.e., trusting beliefs). Accordingly, we hypothesize
that the perceived quality of a website has positive
effects on both, perceived relative usefulness of the
website (H9a) and the belief in online competence
(H9b).

Disposition to trust (DT) has been suggested to have
positive effects on multiple trust factors (i.e., institution-
based trust, trusting beliefs, trusting intentions) [15,28].
When the effect exists, not considering the disposition
effect will result in spurious correlations between trust in
national government, structural assurance belief, and the
trusting beliefs. Therefore, we include disposition to
trust in the model where disposition to trust are
hypothesized to affect all the trust related constructs
(H11a–e).

3. Research design and methodology

In order to examine the effects of the various types
of risk, this study conducted two questionnaire
surveys at two points of time. The first survey was
conducted in April 2003 when the battle in Iraq was
intense and the Department of Homeland Security
issued a high level (level Orange) terrorism alert. The
second survey was conducted in April 2004, about
11 months after the US President declared the victory
over the Iraqi regime, when the casualty figure was
still growing by frequent partisan attacks and
insurgence. This repeated survey research was
designed to achieve several research goals. Since
one of the research objectives is to understand how to
secure the stable functioning of e-Government services
when the risk of terrorism exists, the survey data
should be able to capture the citizens' perception of
such a risk. Perceived terrorism risk measured during
a peaceful time would not allow the researchers to
cover a wide range of possible risk perceptions, which
will make relationship detection more difficult.
Furthermore, the data gathered in two consecutive
years can provide useful insights about the trends in
public perceptions and intentions, especially on trust
in national government, and provide the research
findings with some degree of generalizability.

The survey was conducted in a large northeastern US
university located near the US border. For the first
survey, three versions of questionnaires were prepared
to measure equivalent constructs for three different e-
Government websites; the New York State Office of
Public Security (NYSOPS), Federal Bureau of Investi-
gation (FBI), and the New York State Department of
Motor Vehicles (NYDMV). These websites were select-
ed to represent two levels (i.e., federal and state) and two
roles (i.e., ACTand Non-ACT) of e-Government service
providers. These questionnaires were randomly distrib-
uted to 240 students enrolled in an undergraduate-level
management course and yielded 177 responses (73.8%).
Extra credits (less than 5 points) were provided to the
survey participants, but the participation was voluntary
with an option to choose another task for the same
number of extra credits. Participating subjects were
required to examine the informational content and
transaction functions of a specified e-Government
website before answering the questionnaire. The same
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procedure5 was followed during the second survey,
which was administered to 219 undergraduate-level
students in a management course similar to the one used
in the first survey. 137 completed questionnaires were
returned (62.6% response rate), and the Department of
Homeland Security's terrorism threat advisory level was
“Elevated” (level Yellow) during the second survey
period. The time window for both surveys was 2 weeks,
and there was no dramatic change or significant event in
the reported war situation (e.g., capture of high-figure
Iraqi official, release of execution scene) during/around
the survey periods.

The measurement and structured models were
analyzed using PLS Graph, a partial least square based
Structural Equation Modeling (SEM) tool. PLS is an
appropriate tool for testing relationships in a theory
development stage. Since this study applies many
theoretical relationships originally developed in the
private-sector environment to a new context of e-
Government, PLS can provide a better insight for further
refinement of our model. In addition to the SEM
analysis, some additional analyses were also conducted
using SPSS. The detailed procedure is described in the
Data Analysis section.

3.1. Sampling

Given that the time interval between the two surveys
was about 11 months, and the courses where subjects
were recruited were similar, the two sample groups can
be considered to share the same demographic and
psychological characteristics. This sampling method
provided us with a homogeneous group of young and
well educated Internet literates. The average age of the
respondents was 21.4 years; all of them were, at least, in
a bachelor's degree program, and 95% of them had been
using the Internet for more than 3 years. McKnight et al.
argued that these kinds of student samples can be a good
proxy for the e-consumer population who are generally
younger and better educated than average consumers
[28]. A citizen poll also found that American Internet
users under age of 30 or with a college education most
frequently used the Internet in relation to Iraq war [35].
Even if this homogeneous sample does not represent the
total population of American citizens, it represents one
of the most intensive Internet user groups, which
enabled us to circumvent compounding effects from
5 We used only two versions of the questionnaire (FBI and
NYDMV) in the second survey as the NYSOPS website had
withdrawn a transaction function that was required to be examined
in the first survey.
different demographic groups. As this was one of the
first studies to examine the effects of terrorism risk and
trust in government on citizens' e-Government service
use, the focus on a narrow group will provide a clearer
picture of the decision pattern and a rigid foothold for
future theory extension.

Although studies using student subjects have often
been criticized for low external validity [17], there were
several reasons we believed that the student sample
would not compromise the validity and would indeed be
beneficial for this study. Unlike many empirical studies
in the field of management, our survey does not require
the students to have work experience or to imagine a
work place environment. As long as they live in the US
and are legitimate e-Government service users, the
subjects are a perfectly valid sample. This is a
fundamental difference that distinguishes our student
sample from other studies that require a hypothetical
role-play. Our sample is subject to all the risks
considered in this study, while the young age could
lower the risk aversion factor, which would make the
study more conservative. For these reasons, our student
sample represents at least a big portion of potential e-
Government website users and has high external validity.

3.2. Measurement items

Many measurement items (Appendix Table A-1)
included in the questionnaires directly came from or
were adapted from previous research. The two types of
e-Government usage intentions, intention to depend on
information from the e-Government website (IDI) and
the intention to provide personal information to the e-
Government website (IPI), were measured by four
indicators each. They were originally developed in an e-
commerce trust measure study [28] and were modified
to reflect the specific context of the websites in question.
The perceived relative usefulness of an e-Government
website (PUW) used three items, which were developed
based on the perceived usefulness and relative advan-
tage measures in the IT acceptance and use literature
[10,30]. The measures for the three specific trusting
beliefs (BDC, BOC, BGI), the Internet structural
assurance belief (SAI), and disposition to trust (DT)
were adopted from McKnight et al.'s e-commerce trust
measurement model [28] with minor changes in the
wording. Trust in national government (PT) was
measured by three items originally used to measure
political trust in the political science literature. The
perceived quality of a website (PQW) is an emergent
construct that had five formative indicators. Each item
represents heterogeneous website system properties that



Table 2
Sub-sample size per year and site

NYSOPS FBI NYDMV Total

2003 54 50 54 158
2004 – 53 58 111
Total 54 103 112 269
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have been identified as important quality factors in the
e-commerce and website design literature [22,31].

Three new perceived risk measures were developed
for the study because there was no readily available one.
The perceived risk of terrorism (PRT) measure origi-
nally consisted of four 7-point interval scale items, but
one item was dropped6 in the measurement model
testing. The perceived risk of relational privacy (PRG)
measure focuses on privacy risks caused by an ACT
e-Gov service provider's deliberate behavior. Therefore,
this measure accounts for two types of concerns:
opportunistic behavior at the ACT service provider's
discretion (e.g., recording personal details for a later,
undetermined use, background check to evaluate the
credibility of public leads) and conformation to a
superior government authority (e.g., order from DHS
to NYSOPS, new laws like USA PATRIOT). The
measure for perceived risk of environmental informa-
tion security (PRI) also reflects privacy risk aspects, but
excludes any effects of the ACT service provider's
intention or future behavior. Instead, it focuses on extra-
relationship factors such as hacker attacks and the
technological robustness of the Internet infrastructure,
which may preclude the web-based ACT service
channel from being utilized for sensitive information
transmission. The PRG and PRI measures have 3-items
each, all 7-point scale. Both measures achieved
acceptable reliability and construct validity without
dropping any item. The standardized weights and
loadings of these newly developed measures are
shown in the Appendix Table A-1. The results from a
reliability and validity test are presented in the next
section.

4. Data analysis

After data cleaning,7 the resulting 269 cases (Table 2)
were first examined for sample group characteristics. In
order to provide meaningful information about citizens'
threat perception and e-Government usage intentions,
group characteristics of the two survey samples should
be identical and the only differences between the
6 The standardized weight and loading were 0.1523 and 0.2633
respectively. The composite reliability and average variance extracted
(AVE) value for the construct were 0.734 and 0.434 before the item
was dropped.
7 Cases with extremely low variance or logically inconsistent

answers to reversed-pair items were dropped from the first survey
data. The second survey questionnaire included two sincerity tester
items that asked not to answer the items, and respondents who
answered any of those tester items were excluded. Obvious patterned-
answers were also manually filtered out from the both datasets.
datasets should be the duration that the subjects
perceived the abnormal event (i.e., the war between
the US and Iraq) and the consequent perceptions of
terrorism risk and trust in national government.
Independent t-tests showed that the two groups share
the same demographic characteristics in terms of the
average length of US residency, Internet use, computer
skills, and web skills. Although the differences in the
average age and educational level were statistically
significant, the cohort group sampling could limit the
difference within a one-year gap.

The collected data were divided by the role, and only
the ACT data (i.e., NYSOPS and FBI; n=157) were
used in the structural model testing, while ACT and
Non-ACT data were combined in descriptive/compar-
ative analyses (n=269). The measurement model was
tested using PLS. In the reliability and validity testing
stage, two items (refer to Appendix Table A-1) were
dropped due to their low face/convergent validity. After
the modification in the measurement model, 3 out of our
41 (7 %) reflective indicators' standardized loading
were below the desirable level of 0.707 [2,5]. Those
three are IDI3 (0.678), PT3 (0.691), and DT4 (0.530).
Regarding the IDI measure, it seems that the two reverse
worded items (IDI2 and IDI 4) caused a noise and not
IDI3. The problematic measurement item for political
trust (PT3) is also a reverse worded item. The low
loading of DT4 is understandable because it reflects a
trusting stance, while the other items (DT1-3) in the
construct reflect beliefs within a disposition to trust [28].
As the cutoff level sometimes goes down to 0.5 for a
newly developed scale or an application across discip-
lines [6], we decided to retain the 3 items. Composite
reliabilities for all constructs were well over the
acceptable level of 0.7, and thus good convergent
validity was demonstrated [19]. Discriminant validity
was tested by the average variance extracted (AVE) and
cross-loadings. Every construct's square root of AVE
score was higher than its correlations with other
constructs (Table 3). The correlations between construct
scores and standardized reflective indicator values also
showed that there was no significant cross-loading.8
8 Available from the authors upon request.



Table 3
Inter-construct correlation and AVE values (AVE in diagonal, NYSOPS and FBI, n=157)

IDI IPI PRT PUW PRG PRI BDC BOC BGI SAI PQW PT DT

IDI 0.568
IPI 0.140 0.731
PRT 0.237 0.155 0.570
PUW 0.358 0.283 0.093 0.606
PRG −0.082 −0.466 −0.024 −0.112 0.699
PRI −0.078 −0.354 −0.012 0.024 0.675 0.617
BDC 0.652 0.042 0.230 0.203 −0.048 −0.088 0.807
BOC 0.545 0.154 0.291 0.364 −0.140 −0.046 0.728 0.844
BGI 0.465 0.300 0.224 0.309 −0.198 −0.182 0.639 0.646 0.610
SAI 0.003 0.219 0.012 0.245 −0.169 −0.177 0.158 0.178 0.254 0.771
PQW 0.474 −0.045 0.031 0.443 0.026 −0.012 0.506 0.525 0.384 0.198 N/A
PT −0.087 0.190 −0.178 0.002 −0.113 −0.185 0.098 0.100 0.251 0.294 0.105 0.535
DT 0.176 −0.018 −0.110 0.092 0.070 −0.006 0.309 0.243 0.287 0.309 0.254 0.250 0.548

N/A: emergent construct with formative indicators.
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With the acceptable levels of reliability and validity,
we tested the time difference in the exogenous variables
(i.e., PRT, PT, DT). For each of the constructs, its
indicator variables were averaged to calculate the
exogenous variable values, which were then analyzed
using the independent t-test function in SPSS. We
expected that perceived risk of terrorism (PRT)
decreased during the 1 year interval, while all the
other exogenous variables remained unchanged. How-
ever, the test results show that the average levels of
perceived risk of terrorism were statistically identical.
Instead, the average level of trust in the national
government (PT) significantly decreased during the
period (Table 4).

This phenomenon may be explained by the continued
conflict between the US troops and insurgents in Iraq.
Although President Bush declared the end of major
combat on May 1, 2003, with 138 American deaths, the
casualty figure continued to increase, exceeding 1000
on Sep. 8, 2004. In addition, there were several
perceivable terrorism threats between President
Bush's declaration and the second survey period
(e.g., the roll back of DHS' terrorism threat level to
“high” in Dec. 2003, followed by international flight
cancellations and delays caused by terrorism intelli-
gence). Therefore, we can safely assume that the
Table 4
Mean difference in exogenous variables

2003 2004 Mean difference t stat. (2-tailed)

PRT 4.134 4.078 0.056 0.374
PT 3.847 3.459 0.388 2.850⁎⁎⁎

DT 4.632 4.634 −0.002 −0.014

⁎p<.05, ⁎⁎p<.01, ⁎⁎⁎p<.005.
extended period of the external threat hampered the
decrease of perceived risk and trust in the US federal
government. As mentioned above, the structured
model was tested with the ACT data (i.e., NYSOPS
and FBI; n=157) only. The results from the main
analysis are presented in the next section.

5. Results

The graphical results of structural model analyses
are presented in Fig. 2. The results show that some
relationships found in the private-sector IT/e-com-
merce acceptance studies also hold in an e-Govern-
ment context, but some others do not. More than
50% of the variance in the first final dependent
variables, intention to depend on information (IDI) is
explained by three variables, domain competence
(BDC), relative usefulness (PUW), and risk of
terrorism (PRT). Among these, BDC has the strongest
effect (β=.585, p<.01), yet the effect of PUW is also
significant and substantive (β=.243, p< .01). Interest-
ingly, the positive effects of PRT on both dependent
variables were not significant (β=.096, n/s for both
paths), thus supporting the isolation effect suggested
by prospect theory. Regarding the second dependent
variable, the intention to provide private information
(IPI), relational privacy risk (PRG) is the strongest
determinant with a negative effect (β=− .319, p<.01).
Relative usefulness (PUW) also has a significant
positive effect (β=.193, p<.05) for this dependent
variable. The negative effect of environmental risk of
the Internet (PRI) and the positive direct effect of
belief in good intention (BGI) are noticeable, but not
significant. These antecedents explain about 32% of
the variance in IPI.
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Fig. 2. Hypotheses and structural model of citizens' intentions to use ACT e-Gov websites (NYSOPS and FBI).
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Online competence belief (BOC) seems to influence
relative usefulness (PUW) in a positive way. However,
BOC and PUW perceptions are affected by the same
Table 5
Summary of hypotheses testing

Hypotheses Description

H1a. PRT→ IDI (+) Perceived terrorism risk→ intention to depend
H1b. PRT→ IPI (+) Perceived terrorism risk→ intention to provid
H2a. PUW→ IDI (+) Perceived relative utility of website→ intentio
H2b. PUW→ IPI (+) Perceived relative utility of website→ intentio
H3. PRG→ IPI (−) Perceived privacy risk from ACT e-Gov→ int
H4. PRI→ IPI (−) Perceived infosec risk from the Internet Env.→
H5. BDC→ IDI (+) Belief in ACT authority's domain competence
H6. BOC→PUW (+) Belief in ACT authority's online competence→
H7a. BGI→PRG (−) Belief in ACT authority's good intention→Pe
H7b. BGI→ IPI (+) Belief in ACT authority's good intention→ in
H8a. SAI→PRI (−) Belief in structural assurance of the Internet→
H8b. SAI→PRG (−) Belief in structural assurance of the Internet→
H9a. PQW→ PUW (+) Perceived quality of website→Perceived rela
H9b. PQW→BOC (+) Trust in the national government→belief in A
H10a. PT→BDC (+) Trust in the national government→belief in A
H10b. PT→BOC (+) Trust in the national government→belief in A
H10c. PT→BGI (+) Trust in the national government→belief in A
H10d. PT→SAI (+) Trust in the national government→belief in s
H11a. DT→BDC (+) Disposition to trust→belief in ACT authority
H11b. DT→BOC (+) Disposition to trust→belief in ACT authority
H11c. DT→BGI (+) Disposition to trust→belief in ACT authority
H11d. DT→SAI (+) Disposition to trust→belief in structural assur
H11e. DT→PT (+) Disposition to trust→ trust in the national gov
cognitive stimuli, the perceived quality of website
(PQW). PQW accounts for 27% and 32% of the
variances in PUW and BOC, respectively. As
Result

on ACT e-Gov Info. Reject SEU
e private info to ACT e-Gov Reject SEU
n to depend on ACT e-Gov Info. Supported
n to provide private info to ACT e-Gov Supported
ention to provide private info to ACT e-Gov Supported
intention to provide private info to ACT e-Gov Not supported

→ intention to depend on ACT e-Gov Info. Supported
perceived relative utility of website Not supported

rceived privacy risk from ACT e-Gov Supported
tention to provide private info to ACT e-Gov Not supported
perceived infosec risk from the Internet Env. Supported
perceived privacy risk from ACT e-Gov Not supported

tive utility of website Supported
CT authority's online competence Supported
CT authority's domain competence Not supported
CT authority's online competence Not supported
CT authority's good intention Supported
tructural assurance of the Internet Supported
's domain competence Supported
's online competence Not supported
's good intention Not supported
ance of the Internet Supported
ernment Supported



1445J. Lee, H.R. Rao / Decision Support Systems 43 (2007) 1431–1449
hypothesized, BGI has a significant negative effect on
relational privacy risk (PRG) (β=− .170, p<.05), and
the structural assurance of the Internet (SAI) on the
environmental risk of the Internet (PRI) (β= .178,
p<.05). However, the negative effect of SAI on PRG
is not significant.

In terms of the antecedents of the trusting beliefs in
ACT e-Gov service providers, trust in the national
government (PT), or its political directions, significantly
influences belief in good intention (BGI) (β=.208,
p<.05), but not the others. The disposition to trust (DT)
has strong positive effects on domain competence
(BDC) (β=.323, p<.01) and the belief in good intention
(BGI) (β=.252, p<.05) directly, as well as indirectly
through the strong positive effect on trust in the national
government (PT) (β=.257, p<.01). Also, both trust in
the national government (PT) and disposition to trust
(DT) have strong positive influences (β=.239, p<.01;
β= .255, p<.01) on structural assurance of the Internet
(SAI). Table 5 summarizes the results of hypotheses
testing.

6. Conclusion and discussion

This study synthesized a model of ACT e-Gov
service use, by integrating various IS acceptance
theories previously developed in the private sector
environment. The model was then applied in an
e-Government context to examine the effects of
various risk and trusting beliefs on citizens' ACT e-
Government service usage intentions. This approach
extends previous research by identifying the risks
involved in ACT website usage behaviors and testing
the counter-effects of trust on the risks, based on
theories of decision under uncertainty. In doing so,
we decomposed the trust construct, which was often
measured as a single abstract belief, into three
specific trusting beliefs: beliefs in an ACT service
provider's good intention, competence in the func-
tional domain, and competence in online services.
Our approach to measure specific beliefs about
specific attributes of an ACT service provider enables
a precise examination of the antecedents and
consequence of the beliefs. The study also tested
effects of two trust antecedents, disposition to trust
and political trust.

The results are interesting. The results suggest that
the perceived risk of a terrorist attack does not
increase the citizens' intention to use an e-Govern-
ment website significantly. This finding can be
explained by the isolation effect and the emphasis
on the probability aspect of terrorism risk. Prospect
theory differs from expected utility-based theories in
its assumption that decision makers tend to simplify
available options at an early stage of decision making
process (a.k.a. editing phase), such that components
shared by all available options (i.e., online vs. off-
line) are canceled out [21]. Another necessary
condition to make this no-effect relationship possible
is that citizens focus on the probability of a terrorist
attack, and not on the size of loss. This is intuitive
because the ultimate result of a terrorist attack is the
death an individual — “I will be 1/3 dead with
probability of 0.5” does not make sense. However,
this assumption may not hold for risk management
personnel in organizational decision cases where the
risk should be measured at an aggregated level (e.g.,
national level casualties in a realized attack) and
partial reduction (e.g., reduced number of deaths or
social impacts) has an important value. This
exploratory study provides a theoretical foundation
and empirical evidence for this issue. However, this
relationship and the assumptions should be further
examined with a more focused and robust research
design.

For ACT e-Gov service providers, this study offers
some prescriptive knowledge. They cannot expect that
“citizens will use our website if they perceive a risk
of terrorism.” Citizens will not depend on ACT
website information, unless the information provider
has demonstrated a high level of competence in
protecting citizens from a terrorist attack and the
web-based service has an advantage over an alterna-
tive service source (e.g., NGO or private sector
organizations) or channel (e.g., TV or mobile
network). If an ACT e-Government service provider
needs information input from the public, it also needs
to guarantee that it will not misappropriate gathered
private information. Citizens' perception of privacy
risk from ACT e-Gov service provider (PRG) has a
strong negative impact on the intention (IPI), and
technological/legal safeguards (SAI) may not reduce
this risk effectively.

In conjunction with privacy risk, finding major
determinants of the risk perception (PRG) and the
belief in the good intention (BGI) is a pressing issue
for future research. In this study, it was evident that
belief in the good intention of an ACT service
provider is mediated by relational privacy risk and
does not have a significant direct effect on usage
intention, favoring our risk-centric model over previ-
ous trust-centric models for ACT e-Government
studies. Nevertheless, the statistically significant effect
of the good intention belief explains less than 6% of
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the variance in the relational privacy risk. Regarding
determinants of the specific trusting beliefs, the trust
in the national government can flow into the belief
in good intention of ACT service providers and the
belief in structural assurance of the Internet envi-
ronment, but does not influence competence beliefs
(neither domain nor online). Together with the
disposition to trust, the trust in national government
(PT) accounts for only 15% or less of the variances in
the relational trusting beliefs. Considering the important
role in ACT e-Gov services, it is very critical to find
major determinants of the perceived relational privacy
risk and the counter-beliefs.

This study established theoretical relationships
between risks in the ACT e-Gov service context
and their counter-beliefs. The relationship structure,
which is based on decision theories, offers a
transparent view of the behavioral belief and attitude
formation in the behavioral theory. However, this
paper does not talk clearly about the effects of social
and control factors [1] in behavioral theories. For
example, even though more than 30% of the online
competence belief (BOC) was explained by the
perceptions from website quality (PQW), other
sources of information (e.g., Information about the
federal level government agencies' low competence in
information security [44] from social/Internet/mass-
media networks) may also have the same effect.
Exploring those factors outside of the rational
decision making process will be very beneficial to
ACT e-Gov service providers and MIS researchers
alike. One way to address this gap would be a
country level comparison or a cultural study. Since
our model was tested only with American citizens,
studying people in a different context (e.g., UK,
Spain, Australia, as well as Middle eastern countries)
will clarify the boundary condition of this model and
may suggest additional or different sets of influential
factors.

In terms of the research design, there are several
issues that this study could not clearly address. First,
due to the website change during the study period,
we could not include the NYSOPS website in the 2nd
survey. Although the sample size is still much larger
than the minimum requirement of the statistical
analysis tool [7], data from a single website in the
2nd survey might reduce the generalizability or
statistical power of the results. The homogeneous
sample groups would represent a large portion of
prospective e-services users, but this fact also limits
the generalizability of the results. As online interac-
tion gains wider acceptance throughout the popula-
tion, more casual computer users should be included
in a future study. Our repeated surveys with one-year
interval allowed us additional confidence that the
identified relationships would be generalizable across
time. However, the long survey interval created
challenges in terms of the internal validity of the
model and the measurement validity. That is, any
event during the study period could influence the
survey participants' intentions to use an ACT website
as well as its determinants. Although such environ-
mental stimuli were what enabled us to include a
wider range of responses (esp. PRT), some other
factors not included in our model could also affect
the dependent variables in the model. Also, such
changes required us to modify wordings of some
measurement items (PRTx in Appendix Table A-1),
posing a potential threat to the comparability of the
measurement instruments. In order to overcome these
limitations, one may adopt an experimental design or
longitudinal survey research design in the future
study. We expect that our findings, limitations, and
future research directions discussed here can provide
valuable insights and a rigid foothold for the
homeland security and emergency management re-
search community.
Appendix A

Table A-1
Measurement items (FBI version: WebSite X=www.fbi.gov)

Intention to use ACT e-Gov services
IDI1. When a public security concern arises, I would feel comfortable
depending on the information provided by WebSite X.

IDI2. I cannot depend on information from WebSite X for critica
public security problems.⁎

IDI3. Faced with a difficult public security problem that required me
to behave in a certain way, I would follow the directions o
WebSite X.

IDI4. If I have a public security concern in the future, I will not seek
information at WebSite X.⁎

IPI1. I would be willing to provide my personal information like my
name, address, and phone number on WebSite X if required to use
its online services.

IPI2. I will provide my social security number on WebSite X if needed
to use its online services.

IPI3. I would be willing to share the specifics of my situation like my
job, interests, and family information with WebSite X if required to
use its online services.

IPI4. I would be willing to provide my credit card information on
WebSite X if I want to pay for any valuable services on it.⁎⁎

Perceived risk of terrorism Std. loading

[ 2003 version | 2004 version]
 (weight)
PRT1. The [war | US stationary troops] in Iraq has
created an emergency in the US.
0.769 (0.452)

http://www.fbi.gov
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Table A-1 (continued)
Perceived risk of terrorism
[ 2003 version | 2004 version]
Std. loading
(weight)
PRT2. [This war | Involvement of the US
government in post-war development of Iraq]
will require me to be constantly vigilant for
terrorist acts in the US.
0.714 (0.420)
PRT3. The [war | Involvement of US] in Iraq
development has decreased the quality of life in
the US.⁎⁎⁎
–

PRT4. The [war | tension between the US and Iraq]
makes me concerned for my safety in the US.
0.780 (0.459)
Perceived relative usefulness of website
PUW1. Using WebSite X can save my time, compared to dealing with

real people for the same service.
PUW2. Using WebSite X can improve the service quality that I will

receive, compare to dealing with real people for the same service.
PUW3. Using WebSite X can be more effective than dealing with real

people for the same service.

Perceived risk of relational privacy Std. loading

(weight)
PRG1. My personal information given to
WebSite X may be shared with other
government agents
to whom I do not want to provide the
information.
0.815 (0.390)
PRG2. WebSite X may allow another party
access to my personal
information without my consent.
0.821 (0.392)
PRG3. My personal information may be used in an
unintended way by WebSite X.
0.871 (0.417)
Perceived risk of environmental information
security
Std. loading
(weight)
PRI1. Someone can snatch my personal
information while I'm sending the information
to WebSite X.
0.711 (0.387)
PRI2. Hackers may be able to intrude WebSite X
and steal my personal information stored in
WebSite X.
0.862 (0.468)
PRI3. WebSite X is subject to online terrorist
attack.
0.776 (0.422)
Belief in domain (ACT) competence of e-Gov service provider
BDC1. WebSite X is competent and effective in providing public

security services.
BDC2. WebSite X is very knowledgeable about public security.
BDC3. WebSite X is capable and proficient in public security service.
Belief in online competence of e-Gov service provider
BOC1. WebSite X is very knowledgeable about how to provide

services on the Internet.
BOC2. WebSite X is capable and proficient in online service.
BOC3. WebSite X is competent and effective in providing services on

the Internet.

Belief in good intention of e-Gov service provider
BGI1. I believe that WebSite X would act in my best interest.
BGI2. If I required any help, WebSite X would do its best to help me.
Table A-1 (continued)

Belief in good intention of e-Gov service provider
BGI3. WebSite X (and its operator) is interested in my well-being, not

just its own.
BGI4. WebSite X is truthful in its dealings with me.
BGI5. I would characterize WebSite X as honest.
BGI6. WebSite X would keep its commitments.

Belief in structural assurance of the Internet environment
SAI1. The Internet has enough safeguards to make me feel comfortable

using it to transact sensitive information.
SAI2. I feel assured that legal and technological structures adequately

protect me from problems on the Internet even in an emergency.
SAI3. I feel confident that encryption and other technological

advances on the Internet make it safe for me to do business there.

Perceived quality of e-Gov website†

PQW1. WebSite X is effectively organized.
PQW2. WebSite X provides significant user interaction.
PQW3. In WebSite X, the speed of information display was too slow⁎.
PQW4. WebSite X provides feedback mechanisms.
PQW5. WebSite X provides useful information.

Trust in national (federal) government
PT1. Most politicians in this country can be trusted to do what they

think is best for the country.
PT2. I usually have confidence that the US government will do what is

right.
PT3. No matter what people usually think, only a few people will run

this country always.⁎

Disposition to trust
DT1. In general, people really do care about the well being of others.
DT2. In general, most folks keep their promises.
DT3. Large majority of professional people are competent in their area

of expertise
DT4. I usually trust people until they give me a reason not to trust

them.

⁎Reverse-worded item. ⁎⁎Dropped item for low face validity.
⁎⁎⁎Dropped item for low reliability.
†Emergent construct with formative indicators.
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