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Abstract
Enterprises establish computer security policies to ensure the security of

information resources; however, if employees and end-users of organisational

information systems (IS) are not keen or are unwilling to follow security
policies, then these efforts are in vain. Our study is informed by the literature

on IS adoption, protection-motivation theory, deterrence theory, and

organisational behaviour, and is motivated by the fundamental premise that

the adoption of information security practices and policies is affected by
organisational, environmental, and behavioural factors. We develop an

Integrated Protection Motivation and Deterrence model of security policy

compliance under the umbrella of Taylor-Todd’s Decomposed Theory of
Planned Behaviour. Furthermore, we evaluate the effect of organisational

commitment on employee security compliance intentions. Finally, we empi-

rically test the theoretical model with a data set representing the survey
responses of 312 employees from 78 organisations. Our results suggest that

(a) threat perceptions about the severity of breaches and response perceptions

of response efficacy, self-efficacy, and response costs are likely to affect policy

attitudes; (b) organisational commitment and social influence have a significant
impact on compliance intentions; and (c) resource availability is a significant

factor in enhancing self-efficacy, which in turn, is a significant predictor of

policy compliance intentions. We find that employees in our sample under-
estimate the probability of security breaches.

European Journal of Information Systems (2009) 18, 106–125. doi:10.1057/ejis.2009.6;

published online 21 April 2009

Keywords: security policy compliance; protection motivation; deterrence; organisational
commitment

Introduction
In today’s information intensive society, the secure management of
information systems (IS) has become critically important. Although
organisations actively use security technologies and practices, information
security cannot be achieved through technological tools alone. The recent
attention to security policies in academic literature points to the need
for empirical investigations on security compliance and the efforts and
findings of field surveys suggest that while organisations are making a
considerable effort to use technology to improve security, more attention
is being focused on other formal and informal control mechanisms,
including policies, procedures, organisational culture, and the role
individuals play in security.

An investigation of the causes of recent security incidents shows that
employee negligence has led to breaches costing organisations millions of
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dollars in losses (Privacyrights.org, 2005, 2006). Although
some insider breaches may be maliciously intended,
Vroom & von Solms (2004) contend in their review of
the 2001 Information Security Industry Survey that
many security breaches may be the result of negligence
or ignorance of security policies. Incidences of failures to
prevent security breaches due to end-user negligence
are indicators of the failure of IS security governance
programmes that do not address individual values,
beliefs, and means to encourage conformity with policies
(Mishra & Dhillon, 2006).

Increasingly, many information security-related com-
puting behaviours such as patch management and
antivirus updates are being automated to reduce the task
knowledge and time burdens on end-users. Tasks includ-
ing the appropriate use of computer and network
resources and appropriate password habits, however,
have to be dealt with appropriate computer security
policies. The importance of appropriate computer use
policies has been emphasised for a long time, but their
impact and effectiveness is far from clear. Most partici-
pants attending a panel held at ICIS 1993 (Loch et al.,
1998) reported that although these policies are necessary,
they perceived them to be ineffective. The defined
policies may be crystal clear and detailed, but compliance
may be lacking, particularly with regard to information
security (von Solms & von Solms, 2004). Security
incidents (Privacyrights.org, 2005, 2006) and field sur-
veys (CERT/CC, 2004; Gordon et al., 2006) suggest that
employees seldom comply with information security
policies and procedures. In fact, employees may choose
not to comply with security policies for reasons of
convenience in their day-to-day routine.

In organisations, managers responsible for information
security establish computer security policies; however, if
the employees and end-users of organisational IS do not
understand the importance of these practices and are not
keen or willing to follow the policies, then these efforts
are in vain. Policies, especially those involving informa-
tion security, are viewed as mere guidelines or general
directions to follow rather than hard and fast rules (von
Solms & von Solms, 2004). Due to the relatively
discretionary nature of adherence to these policies,
organisations find the enforcement of security a challen-
ging task. Recent surveys in the information security
literature such as eCrime Survey (CERT/CC, 2004) reveal
that although the policies and procedures are in place,
many employees and outside contractors ignore them. A
Computer Security Institute/Federal Bureau of Investiga-
tion (FBI) survey reports that organisations find enforce-
ment of end-user policy as one of the main challenges for
achieving higher levels of information security (Gordon
et al., 2006).

In this paper, we draw upon the literature in the areas
of protection motivation theory, general deterrence, and
organisational behaviour to develop and test an Inte-
grated Protection Motivation and Deterrence model of
security policy compliance under the umbrella of Taylor-

Todd’s Decomposed Theory of Planned Behaviour (DTBP)
(Taylor & Todd, 1995). Our paper makes several theore-
tical and empirical contributions. We draw upon protec-
tion motivation theory and incorporate an evaluation of
threat appraisal and coping appraisal to identify attitudes
towards security policies. We evaluate the effect of
employees’ organisational commitment on security pol-
icy compliance intentions. We also assess the influence
of environmental factors such as deterrence, facilitating
conditions, and social influence. To explore the social
influence more thoroughly, we evaluate multiple dimen-
sions, including subjective and descriptive norms. Using
employee responses from 78 organisations, we validate
and test the theoretical model. Our integrated model is
valuable for understanding information security compli-
ance in a more holistic manner.

We begin this paper with a review of the relevant
literature in order to lay the theoretical foundation for
developing an integrated theoretical model that can be
tested empirically. Next, we discuss the instrument
development process and its validation. Thereafter, we
discuss in detail the methodology used for this survey-
based study. Finally, we provide a discussion of our
findings and conclude with the implications for theory
and practice in addition to avenues for future research.

Literature review
Due to the importance of the behavioural aspects of
information security, there has been an increase in
research focusing on organisational information security
practices as well as individual security behaviours. Some
of the work in this area includes computer security
behaviours (Loch et al., 1992; Stanton et al., 2005);
security behaviour in the home setting (Anderson,
2005); access control and security perceptions (Zhang,
2005; Furnell et al., 2007; Post & Kagan, 2007); and
malicious behaviours or computer abuse in organisations
(Straub & Nance, 1990; Lee et al., 2004). There have been
some empirical studies that evaluate organisational
security practices and their effectiveness; however, the
respondents in these studies are typically IT adminis-
trators or top-level managers (e.g., Straub & Collins,
1990; Loch et al., 1992; Knapp et al., 2005; Ma & Pearson,
2005; Dhillon & Torkzadeh, 2006) rather than represen-
tatives from the end-user community. The fact that the
respondents in prior studies were largely those respon-
sible for setting up and running technical security
initiatives raises the question of whether or not their
views are likely to be representative of the organisation as
a whole (Finch et al., 2003). For example, even though an
IT administrator might indicate that there is a formal
security policy in place, this does not necessarily mean
that end-users take any notice of it.

More recently, there has been some research on security
policies and end-user policy compliance. Siponen (2000)
provides a conceptual foundation for organisational
information security whereas Vroom & von Solms
(2004) provide components of effective security
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governance, including information security policies.
Both of these papers discuss the role of human factors
in the success of security initiatives. In a similar vein, von
Solms (2001) has argued that information security is a
multidimensional discipline and that various dimensions
such as the human/personnel dimension and the policy/
governance dimension have interconnected roles that
impact overall organisational information security. As
Dhillon & Backhouse (2001) have pointed out, there is
a great need for more empirical research that uses
socio-organisational perspectives to develop key princi-
ples for the prevention of negative events in order to help
in the management of information security.

In an empirical vein, D’Arcy & Hovav (2004) followed
deterrence theory and developed a theoretical model that
examines the effect of deterrent security countermeasures
on the perceived certainty and severity of sanctions,
which in turn, leads to IS misuse intentions whereas
Straub (1990) finds that deterrence measures reduce
computer abuse in organisations. Albrechtsen (2007)
conducted a qualitative study of user views on informa-
tion security and found that users do not perform many
information security actions and that they prioritise
other work tasks in front of information security.
Albrechtsen (2007) argues that a main problem regarding
user roles in information security work is their lack of
motivation and knowledge regarding information secur-
ity and related work. Post & Kagan’s (2007) study also
found that end-users perceived security practices to be a
hindrance in their normal routine. In an evaluation of
security policy compliance, Chan et al. (2005) studied
the security climate in organisations and found that
management practices and coworker socialisation have
an impact on employee perceptions of the information
security climate which, in addition to self-efficacy,
positively impact security policy compliance behaviour.
Stanton et al. (2003) examined the effect of organisa-
tional commitment on variety of security behaviours
including security policy compliance. Pahnila et al.
(2007) found that employee attitudes, normative beliefs,
and habits all have a significant effect on employee
intentions to comply with IS security policy whereas
threat appraisal and facilitating conditions have a
significant impact on shaping attitudes towards compli-
ance. Despite recent attention to this issue by several
researchers, the investigation of policy compliance is still
embryonic and poses many opportunities for empirical
research.

To influence more security conscious behaviours,
researchers have suggested and evaluated many aspects;
however, some of the dimensions remain untested
empirically while others have been tested in different
contexts than security policy compliance. For instance,
although the effect of perceived certainty and severity of
sanctions on IS misuse intentions has been theoretically
modelled (D’Arcy & Hovav, 2004) and tested in a piracy
context (Peace et al., 2003), to our knowledge it has not
been tested in a security policy compliance context.

Similarly, although threat appraisal and coping appraisal
are evaluated on an aggregate level (Pahnila et al., 2007),
the individual components of these concepts – perceived
vulnerability and perceived severity (threat appraisal);
and response efficacy, self-efficacy, and response cost
(coping appraisal) – have not yet been examined in a
security policy compliance context. Also, much research
has been done to test some of these components, but an
overarching integrated model is still lacking. When tested
separately, all these factors may have a significant impact
and when considered along with other influencing
factors, they may show insignificance, or vice versa. This
paper undertakes an investigation of an integrated model
in an attempt to provide a comprehensive understanding
and outline the relative importance of the factors
considered by the model for security governance.

Theoretical background
In this paper, we propose and evaluate an empirical
model in order to understand the effect of various factors
on employee intentions to comply with an organisation’s
information security policies. In general, issues related to
information security behaviours, such as how security
conscious behaviours are shaped or influenced, what
motivates people to undertake security measures, what
motivates people to carry out actions that are prescribed
by organisations, etc., can be studied through the lens of
theories borrowed from disciplines including psychology,
sociology, and criminology that give us insights into
behaviours, motivations, values, and norms.

Why people behave the way they do and what drives
behaviours has been examined across many different
contexts and behaviours using the two most widely-used
behavioural theories, the Theory of Reasoned Action
(TRA) (Ajzen & Fishbein, 1980) and the Theory of
Planned Behaviour (TPB) (Ajzen, 1991). These theories
provide the basis for an examination of the relationship
between attitude, intention, and behaviour. Both these
theories have been used widely in the IT literature,
including in the security policy compliance context
(Pahnila et al., 2007). The TRA posits that intentions are
based on attitudes and subjective norms. The TPB
incorporates the perception of behavioural control held
by an individual in the model and indicates that the
intentions are predicted by attitudes, subjective norms,
and behavioural control. Taylor & Todd (1995) intro-
duced a DTPB to provide a more complete understanding
of behaviour in the IT context. Their DTPB model draws
on constructs from the innovations characteristics litera-
ture, explores multiple dimensions of subjective norms,
and decomposes the perceived behavioural control
dimension to evaluate self-efficacy along with technol-
ogy and resource facilitating conditions. The DTPB
provides guidance for consideration of relevant con-
structs in the IT environment.

The TPB postulates that attitude, which represents an
individual’s degree of like or dislike towards a specific
behaviour, predicts an individual’s intention to carry out
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that behaviour. In the context of intention to comply
with security policies, this attitude relates to the attitude
towards security policies. As security policies encourage
end-user behaviours that protect information assets from
threats posed to them, the literature in fear appeals and
Protection Motivation Theory (PMT) (Rogers, 1975, 1983;
Maddux & Rogers, 1983), which provides an account of
protective behaviour, offers a relevant background. In the
fear appeals literature, a number of motivational models
of health behaviour such as PMT, the Health Belief Model
(HBM), Social Cognitive Theory (SCT), the TRA, and the
TPB have been proposed and investigated. Typically these
models have been designed to identify the variables that
underlie decisions that account for risk and to assess their
ability to predict protective behaviour.

Rooted in fear appeals, PMT (Rogers, 1975) describes
coping with a threat as the result of two appraisal
processes – a process of threat appraisal and a process of
coping appraisal – in which the options to diminish the
threat are evaluated. Over 50 years of research in fear
appeals (Witte & Allen, 2000) as well as the original PMT
(Rogers, 1983) identifies that the motivation to protect
depends upon three factors: (1) perceived severity of a
threat; (2) perceived probability of the occurrence, or
vulnerability; and (3) the efficacy of the recommended
preventive behaviour (the perceived response efficacy).
Later, Rogers (1983) amended the theory to include
perceived self-efficacy (i.e., the level of confidence in
one’s ability to undertake the recommended preventive
behaviour) as a factor in the coping appraisal process. The
intrinsic and extrinsic rewards of risky behaviour as well
as the response cost of protective behaviour were also
included in the model.

Protection motivation deriving from the appraisal of
the two processes of threat appraisal and coping appraisal
is defined as ‘an intervening variable that has the typical
characteristics of a motive: it arouses, sustains and directs
activity’ (Rogers, 1975, p. 98). With this somewhat broad
definition, although it has most often used intention as a
dependent variable (e.g., Stanley & Maddux, 1986;
Steffen, 1990; Neuwirth et al., 2000); the literature in
PMT has also considered attitudes (e.g., Stanley &
Maddux, 1986; Steffen, 1990), and behaviour as depen-
dent variables (e.g., Melamed et al., 1996; Palardy et al.,
1998). Over decades, a diverse and rich plethora of
variables and relationships have been considered in the
PMT literature. In addition to the four main factors of
PMT, the literature has considered a variety of constructs
such as fear, worry, barriers, social factors, and socio-
demographic variables in reference to the context under
investigation. Initially envisioned as multiplicative in
nature, the constructs of PMT were later investigated as
being additive in nature. Additionally, while Rogers
(1983) visualised his PMT model to be parallel or an
unordered sequence of appraisal processes, others con-
tended the processes were sequential/ordered (e.g.,
Tanner et al., 1991). Tanner et al. (1991) offer an ordered
PMT model that indicates that a state of fear (identified as

a security concern in this study) is created by the threat
appraisal process. If a threat appraisal results in fear, the
coping appraisal then occurs to invoke protection
motivation.

PMT has been used in variety of fields (see the
following meta-analytic studies for additional references:
Floyd et al., 2000; Milne et al., 2000; Neuwirth et al., 2000;
Witte & Allen, 2000). Although, primarily related to
threats posed to an individual, PMT also has been used
to understand the individuals’ actions based on their
perception of threats posed to themselves and their
surroundings. For example, in the case of nuclear threats,
the threats are not only posed to the individuals but also
to the society surrounding the individuals (Axelrod &
Newton, 1991). In the context of information security,
if the organisation is affected by a threat, an employee
within that organisation is likely to feel some effects.
Thus, the concepts explored in the PMT and fear appeal
literature can be applied to and are relevant in the
context of information security. In the information
security literature, in addition to threats affecting
individuals (Anderson, 2005; Woon et al., 2005), PMT
has been applied to threats posed to organisations in a
security policy compliance context (Pahnila et al., 2007).

Although meta-analyses of the related motivation
models suggest that they provide parsimonious accounts
of protective behaviour, Armitage & Conner (2000) argue
that the TPB provides an improvement on HBM, SCT,
and PMT, and a possibility exists that the apparent
superiority of the TPB may be due to a better definition
of its constructs. In a view congruent to that of the TPB,
Bagozii’s (1992) theory of goal pursuit examines the
motivational influences on goal intentions and suggests
that goal intentions are functions of desires which are
derived from attitudes (toward process, success, and
failure), subjective norms, and efficacy (Armitage &
Conner, 2000). In line with this view, we contend that
intentions to comply with security policies will be based
on attitudes towards the security policies, the perceived
norms, and the efficacy to carry out the actions, whereas
attitudes towards security policies will be shaped by
perceptions of the security threat and the coping
response.

In terms of what may deter a negative behaviour such
as disobedience of rules and policies, General Deterrence
Theory from the discipline of criminology can be used to
understand the effect of deterrent factors on security
policy compliance. Deterrence has been shown to play a
role in reducing negative behaviours and has also been
found to be an effective mechanism in governance.
Deterrence theory proposes that unwanted behaviours
can be deterred through a certain, swift, and/or severe
threat of punishment (Williams & Hawkins, 1986).

Security-related behaviours may be connected to an
individual’s motivation to protect organisational infor-
mation assets due to an awareness and fear of the outside
environment, as well as his/her closeness to the organisa-
tion. As such, another relevant research stream that may
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shed light on positive organisational behaviours of policy
compliance is employee commitment to organisational
well-being. Organisational commitment has been shown
to act in a way that meets organisational interests
(Mowday, 1998). Social Bond theory, which posits that
strong social bonds prevent a person from committing
negative behaviours, can also be seen from the organisa-
tional commitment perspective.

Based on the above discussion, Table 1 provides a brief
summary of the constructs and related theories consid-
ered in this study.

Hypotheses development
Based on the preceding arguments, we propose a general
research model as presented in Figure 1.

The TPB and TRA posit that positive attitude, evaluated
belief, or positive or negative feeling towards a stimulus
object influences behavioural intention. IS-related
research using TRA and TPB-based models has supported
this relationship (Karahanna et al., 1999). As a result, we

anticipate that a positive attitude regarding security
measures will lead to positive intentions to comply with
security policies. Thus,

H1 Attitudes towards information security policies will
positively influence security policy compliance intentions

Protection motivation
An individual’s beliefs regarding whether the security
policies are essential may come from their understanding
of security threats and the effectiveness of security
policies as coping mechanisms. In this context, the
PMT of fear appeals PMT (Rogers, 1975, 1983) provides
a good background. According to Rogers (1975), fear can
be aroused in response to a situation that is judged
dangerous and regarding which a protective action needs
to be taken. Fear appeals are multifaceted stimuli and
include the severity or seriousness of the noxious event,
perceived vulnerability to the threat, concern over the

Table 1 Main constructs and related theories

Construct Theory Construct Theory

Punishment severity GDT Security policy compliance intention TPB; DTPB; PMT

Detection certainty GDT Security policy attitude TPB; DTPB; PMT

Perceived probability of security breach PMT Self-efficacy TPB; DTPB; PMT

Perceived severity of security breach PMT Subjective norm TPB; DTPB

Security breach concern level PMT Descriptive norm TPB; DTPB

Response efficacy PMT Resource availability DTPB

Response cost PMT Organisational commitment OC

Note: General Deterrence Theory (GDT); Protection Motivation Theory (PMT); Theory of Planned Behaviour (TPB); Decomposed Theory of Planned
Behaviour (DTPB); Organisational Commitment (OC).

H2 [+]

H3 [+]

H4 [+]

H8 [+]

H6 [-]

H10 [+]

H11 [+]

H12 [+] H13 [+]

H5 [+]

H7 [+]

H1 [+]

H9 [+] H15 [+]

H14 [+]

Resource
Availability

Security Policy
Attitude

Security Policy
Compliance Intention

Organizational
commitment

Response Efficacy
(Effectiveness of
person’s action)

Security Breach
Concern level

Perceived Severity of
Security Breach

Perceived Probability of
Security Breach

Punishment Severity

Detection Certainty

Subjective
Norm

Descriptive
Norm

Self-Efficacy

Response Cost

Figure 1 Integrated framework for security policy compliance intentions.
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threat and coping response efficacy. Rogers (1983)
contends that typically an individual is exposed to
persuasive communication that depicts the noxious
consequences accruing to a specified course of action in
response to which a protective action may be taken. In
the context of information security, an employee may
gain information and have a general understanding
about cyber-security threats from a variety of sources
such as external media, corporate communication, and
social networks.

Protection motivation arises from the cognitive apprai-
sal of two processes: threat appraisal and coping response
appraisal. Threat appraisal relates to the perceptions
of how threatened an individual feels based on an
evaluation of the components of fear appeal. The PMT
variables that capture the threat appraisal are perceived
severity (degree of harm associated with the threat),
perceived vulnerability (probability of the threat
occurring), and fear arousal (how much fear the threat
invokes) (Tanner et al., 1991; Milne et al., 2000). In the IS
security context, these can be visualised in terms of an
employee’s assessment of the consequences of the
security threat and the probability of exposure to a
substantial security threat. Fear arousal is envisioned as a
security concern in this study and is defined as the level
to which an employee believes that her/his organisa-
tional information assets are threatened. If employees
perceive that a security threat can impose significant
damages or disturbances, they are more likely to be
concerned. Conversely, if employees do not believe that
they are truly confronted by security threats, they are less
likely to be concerned. In essence, if employees perceive
the threat to be real and are concerned, they are more
likely to have a more positive attitude towards protection
mechanisms such as security policies. Thus, we can
hypothesise:

H2 The perceived severity of a potential security breach will

positively affect the level of security breach concern.

H3 The perceived probability of a security breach will

positively affect the level of security breach concern.

H4 Higher levels of security breach concern will result in

more positive attitudes towards security policies.

The second process that plays a central role in
protection attitudes is the coping appraisal. The coping
appraisal process evaluates response efficacy, response
cost, and self-efficacy. Response efficacy relates to beliefs
about whether the recommended coping response will be
effective in reducing the threat. In the context of this
study, it can be an employee’s perception regarding the
effectiveness of abiding by the organisation’s computer
security policies. The effectiveness of the action can be
viewed as the perceived usefulness in DTPB. Culnan’s
(2004) and Anderson’s (2005) studies on the information
security behaviours of home users consider the perceived

citizen effectiveness which represents an individual’s
belief that her/his individual actions can make a
difference in securing the Internet. Anderson (2005)
found that individuals have more favourable security
attitudes when they have high perceptions of citizen
effectiveness. Similarly, it is likely that employees
who believe that their actions have a beneficial impact
on their organisation will have a more positive attitude
towards security policies. Thus, we hypothesise:

H5 The perceived effectiveness of one’s actions will positively
affect one’s attitude towards security policies.

In PMT, response costs refer to beliefs about how costly
performing the recommended response will be. In a study
related to insulin use, Palardy et al. (1998) found that
response costs negatively influenced protection motiva-
tion. In information security, the hindrance caused by
security practices is noted as one of the reasons employ-
ees dislike or neglect security practices. A recent study of
access controls found that employees believed higher
levels of information security were counter-productive as
they restricted the ability to follow flexible operation
routines (Post & Kagan, 2007). Hence, we expect:

H6 The perceived response cost will negatively influence
one’s attitude towards security policies.

Facilitating conditions
Another aspect of coping appraisal is an individual’s
perception of self-efficacy, which is one’s ability to
perform a task. Although self-efficacy is presumed to be
an important factor in protection motivation, it has also
been an important factor in TPB. The perceived beha-
vioural control considered in TPB is a belief about the
presence of factors that may facilitate or impede a certain
behaviour (Ajzen, 1991). Taylor & Todd (1995) captured
this concept in two components: the availability of
resources needed to engage in behaviour, and self-
efficacy, which is the individual’s self-confidence in his/
her ability to perform the behaviour.

Individuals appear to evaluate information about their
capabilities and then regulate their choices and efforts
accordingly (Bandura et al., 1980). Self-efficacy has been
shown to have a significant impact on task behaviours.
Stajkovic & Luthans (1998) evaluated the role of self-
efficacy in organisational behaviours through a meta-
analysis of 114 studies and concluded that self-efficacy
and work-related performance are highly correlated. Self-
efficacy has also been shown to have a significant impact
on IT usage (Compeau & Higgins, 1995). An individual
confident in having the skills to undertake an activity is
more likely to be inclined to take that action. With regard
to security policy compliance, an individual who believes
that she/he has the ability to act in accordance with the
policies is likely to have more positive feelings towards
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the policies and is also more likely to comply with those
policies. Thus, we propose:

H7 Self-efficacy will positively influence one’s attitude
towards security policies.

H8 Self-efficacy will positively affect intention to comply
with organisational information security policies.

Gist (1987) suggests that the implications of self-
efficacy for training and organisational development are
numerous. Arguing that the ‘availability of assistance to
individuals who need it is likely to increase their ability to
perform a task’ (p. 591), Igbaria & IIvari (1995) tested the
effect of organisational support on self-efficacy. They
found that organisational support significantly affected
self-efficacy perceptions. In particular, computer training
was found to significantly improve an individual’s
computer self-efficacy (Torkzadeh et al., 1999). Security
literature has placed a strong emphasis on the availability
of resources, including training, the online availability of
policies and other mechanisms of promoting and
enabling policy compliance (Thomson & von Solms,
1998; Siponen, 2000; Saks & Belcourt, 2006). Computer
training has been found to significantly improve an
individual’s computer self-efficacy (Torkzadeh et al.,
1999). If organisations proactively provide training to
employees when they join a firm and in regular intervals
thereafter, the training is likely to empower employees to
take security-related action. It is also likely to remind
employees of the organisational views of information
security and emphasise the importance of security. The
awareness mechanisms such as posters, newsletters, and
notices can also act as reminders as well as facilitating
mechanisms. If resources such as security policies are
easily accessible and available when needed, or if help is
available when needed, employees are more likely to
believe that they can undertake an action. In this regard,
we can expect that the presence of facilitating resources is
likely to result in higher levels of self-efficacy whereas the
absence of facilitating resources can represent a barrier to
undertaking an action and thus, result in lower levels of
self-efficacy. Hence, we hypothesise.

H9 Resource availability will positively affect self-efficacy.

Deterrence
Deterrence theory proposes that, as punishment certainty
and punishment severity are increased, the level of
unacceptable behaviour decreases. In essence, unwanted
behaviour can be deterred through certain, swift, and/or
severe threats of punishment (Williams & Hawkins, 1986;
Akers, 1990). Ehrlich (1996) offers empirical evidence
that punishment exerts a deterrent effect on offenders.
Studies related to deterrence in organisational settings
abound. In the IT context, several studies have noted the
effect of deterrence on illegal computing activities in

organisations; for example, Straub (1990) notes that
deterrence measures are a useful primary strategy for
reducing computer abuse.

Peace et al. (2003) found that punishment severity
significantly influences piracy attitudes in organisational
software piracy. Similarly, non-adherence to security
policies can be deterred by imposing penalties. For
instance, if an employee’s actions result in an organisa-
tion facing a security breach, the organisation can
investigate the cause of the security breach and punish
the employee by imposing a penalty. If individuals
perceive that the severity of penalties for non-compliance
is high, their intention to commit undesired behaviours
is likely to decrease. Therefore, we anticipate:

H10 The severity of penalty will positively affect intention

to comply with organisational information security

policies.

Not only severity but also certainty of organisational
action is an important aspect of enforcement. Vroom &
von Solms (2004) argue that to ensure that employees
behave and act responsibly by adhering to prescribed
security policies in the organisation, some form of
evaluation is required that will investigate the security
compliance of the individual. Although Deterrence
Theory suggests that severe and certain punishments will
reduce the unwanted behaviour, it assumes that potential
violators are made aware of efforts to control anti-social
behaviours (Straub, 1990). Peace et al. (2003) emphasise
that simply having the rules in the books will do little to
create change if the rules are not enforced. The low
probability of being caught was listed as one of the most
important factors in decisions to copy software illegally
(Cheng et al., 1997).

Enforcing penalties is possible if organisations are able
to detect employee misbehaviour. Organisations can
deploy processes and technologies to observe appropriate
behaviours. Kankanhalli et al. (2003) assert that ‘deterrent
efforts correspond to certainty of sanctions because the
amount of such efforts directly affects the probability
that IS abusers will be caught’ (p. 141). Thus, we can
expect that if the employees are aware of monitoring and
detection efforts and if they perceive the chances of their
non-compliance being detected to be high, they are more
likely to obey the policies. Hence, we hypothesise:

H11 The certainty of detection will positively affect the

intention to comply with organisational information

security policies.

Social influence is the extent to which social networks
influence members’ behaviour through messages and
signals that help form perceptions of an activity’s value
(Venkatesh & Brown, 2001). Regarding norms, a large
number of IS studies have considered subjective norms
(the belief as to whether or not a significant person wants
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the individual to do the behaviour in question). Recently,
IT literature has recognised the wider role of social
influence. Venkatesh et al. (2003) argue that the role of
social influence in technology acceptance decisions is
complex and subject to a wide range of contingent
influences.

Individuals are influenced both by messages about
expectations and the observed behaviour of others.
Sheeran & Orbell (1999) state that ‘there is a long-
standing distinction in the literature on social influence
between the is (descriptive) and the ought (subjective)
meaning of social norms because these are separate
sources of motivation’ (p. 2112). Sometimes people
consult the behaviour of those around them to find out
what to do. They see others’ behaviour as a source of
information to help them define social reality. These
beliefs about what the majority of people do in specified
environments are also referred to as descriptive norms
(Cialdini et al., 1991). A number of studies indicate that
descriptive norms do not refer to the same construct as
subjective norms, and that descriptive norms enhance
the TPB’s capacity to predict behavioural intentions (e.g.,
Grube et al., 1986; Sheeran & Orbell, 1999).

Subjective norms are based on normative beliefs and
motivation to comply. The view that individuals are more
likely to comply with a relevant other’s expectations is
consistent with findings in technology acceptance litera-
ture. Although IS literature based on the TRA, Technology
Acceptance Model (TAM, TAM2), TPB, Innovation Diffu-
sion Theory, and other theories has used a variety of
labels for subjective norm constructs, each of these
constructs contains the notion that an individual’s
behaviour is influenced by what relevant others expect
her/him to do. In considering norms in an organisational
setting, studies have examined employees’ perceptions
of the expectations of superiors, managers, and peers
in relevant IS departments (Karahanna et al., 1999;
Venkatesh et al., 2003). If the employee believes that
the managers, IT personnel, or peers expect information
security policy compliance, she/he is more likely to
intend to comply. Hence, we propose:

H12 Subjective norms [expectations of relevant others] will

positively affect intention to comply with organisa-

tional information security policies.

In addition to subjective norms, the influence of peer
behaviour encourages a person to do certain things under
pressure. Descriptive norms, which are the extent to
which one believes that others are performing the desired
behaviour, focus on the propensity that an individual
may have to replicate the believed behaviour of others
(Sheeran & Orbell, 1999; Rivis & Sheeran, 2003).
Information technology literature has considered the
role of the subjective culture of referent groups or peer
behaviours as a motivational source for performing a
behaviour in question (Thompson et al., 1991, 1994;
Venkatesh et al., 2003). People often perform (or believe

in) certain actions or non-actions because many other
people do (or believe) the same. In the context of this
study, if an employee believes that her/his colleagues
follow the organisational security policies, she/he is more
likely to have positive intentions to follow them as well.
Thus, we can expect:

H13 Descriptive norms [behaviour of similar others] will
positively influence intentions to comply with security
policies.

Organisational commitment
The study of organisational commitment has a long
history that has produced a large body of literature
(Mowday, 1998). Organisational behaviour literature
has noted that organisational commitment influences
employee outcomes in various ways. Organisational
commitment, which is defined as the overall strength
of an individual’s identification with and involvement
in an organisation, captures the relationship between
employees and their work organisations (Mowday, 1998).
It is viewed as an internalised normative pressure to act in
a way that meets organisational goals and interests such
that the stronger the commitment, the stronger the
predisposition to be guided in actions (Wiener, 1982).
In general, with high organisational commitment the
organisation is assured of high levels of performance and
task completions (Randall, 1987).

An employee’s commitment to an organisation is likely
to play a role in his/her engagement in security
behaviours. People in an organisation are less likely to
enact counterproductive computer behaviours that put
the company systems at risk if their organisational
commitment is high (Stanton et al., 2003). Also, employ-
ees with higher involvement in an organisation are likely
to believe that their actions have an impact on the
organisation’s overall performance. In a security context,
such employees tend to believe that their security-
conscious behaviours are likely to have an impact on
the achievement of overall organisational information
security. Thus, we can expect that:

H14 Higher levels of organisational commitment will lead to
higher employee perceptions of the effectiveness of their
actions.

H15 The level of organisational commitment will positively
affect the intentions to follow security policies.

Methodology
The overall approach taken to perform an empirical test
of the relationships suggested by the research model was
a field study using survey methodology for data collec-
tion. In the following sections, we discuss the details of
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the instrument development and survey administration
processes.

Instrument development
Using validated and tested questions improves the
reliability of results (Straub, 1989). To reduce problems
with the reliability and validity of questionnaire, when-
ever possible, we adopted the items from previous
validated studies. Policy compliance intention was con-
sidered a dependent variable in this study. The items
for policy compliance intention were adapted from
Anderson (2005) and Chan et al. (2005). Each item
involved a 7-point Likert scale to indicate a respondent’s
level of agreement with the statements regarding the
likelihood of complying with the information security
policies of their organisations. All questions considered
in this study were measured using a 7-point Likert scale.

The effect of protection motivation was captured using
four constructs: severity of security breach (Strongly
Disagree�Strongly Agree), certainty of security breach
(Highly Unlikely�Strongly Likely), security breach concern
(Strongly Disagree�Strongly Agree), and effectiveness of a
person’s actions (Strongly Disagree�Strongly Agree). The
questions were adapted from Ellen et al. (1991) and
Anderson (2005). The attitude construct captured users’
attitudes towards security policies, and was adapted from
Peace et al. (2003) and Riemenschneider et al. (2003).
Items for employees’ perceptions of the effectiveness
of their security behaviour were adapted from studies by
Culnan (2004) and Anderson (2005). These items capture
an individual’s belief that her/his individual actions can
make a difference in securing the organisational IS using
a 7-point Likert scale (Strongly Disagree�Strongly Agree).

To understand the role of deterrence, two constructs
were used in our study. Punishment severity and
certainty of detection items were adopted from a piracy-
related study by Peace et al. (2003) and an information
security-related study by Knapp et al. (2005) which
considered the policy enforcement dimension for
managers. The questions were designed to gauge the
level of agreement with statements related to the like-
lihood of detection and possible penalty with a set of
7-point Likert scale questions.

In order to understand the role of social influence, we
used subjective norms and descriptive norms. Questions
pertaining to subjective norms were taken from the study
by Karahanna et al. (1999). Descriptive norm questions
were adapted from Anderson (2005). Self-efficacy and
resource availability questions were adopted from facil-
itating conditions questions used in Taylor & Todd
(1995), whereas the organisational commitment items
were adopted from Mowday, Steer, and Porter’s organisa-
tional commitment questionnaire reprinted in Barge &
Schlueter (1988).

Moreover, to control for an explanation of results due
to extraneous factors, several control variables were
added. These included demographic characteristics such
as gender, age, education, and participant job role. Job

affiliation, in terms of IT or non-IT jobs, was added as
a control variable as the varied participant roles in their
organisations may lead to different expectations and
appreciation with respect to security policy compliance.
A large, well-organised company and its IT department
are likely to have a set of well-specified policy and
practices in place. Also, an adequate annual security
budget is likely to result in an IT department having more
enforcement as well as more awareness mechanisms.
Hence, the size of the company based on the number of
computers and annual security budget in the organisa-
tion were added as an organisational control factors.

When most of the constructs are adopted from earlier
studies, although the validation may be sound, addi-
tional content validation using a multi-stage iterative
procedure is recommended. The instrument was pre-
tested by field experts through interviews that sought
ways to reduce ambiguity. Experts on the panel included
personnel from both academia and industry. A group
consisting of faculty members from MIS, Sociology, and
Computer Science; three IT professionals from the bank-
ing industry; and three FBI experts working in cyber-
security were solicited to give input regarding content
validity and the clarity of the wording for each item. The
field experts were encouraged to give feedback about the
comprehensiveness and exclusiveness of the instrument.
The revised version of the questionnaire was also
reviewed to remove any ambiguity. Items were added,
reworded, and deleted in the pre-test. The instrument was
examined several times by this panel (twice by some
experts and three times by others). Once consensus was
reached regarding the clarity and validity of the instru-
ment, the online survey was prepared. Where necessary,
terms were explicitly defined (e.g., IS security, security
policies, security precautions) so that each respondent
had a common understanding of each term.

A pilot test was carried out to ensure the initial
reliability of the scales and the general mechanics of
the questionnaire, particularly survey instructions, com-
pletion time, and appropriate wording. The pilot was
conducted with a group of undergraduate students,
graduate students, and employees of a large northeastern
American university. Twenty-three students and 25
employees participated in the pilot test. A Cronbach’s
alpha test was conducted to do a preliminary reliability
test of the scale.

Survey administrations and participants
The study was carried out in collaboration with the Cyber
Task Force, Buffalo Division,FBI. Employees from several
organisations were requested to participate in the web-
based survey (10 employees from each organisation).
Due to the nature of the study, permission to carry out
the study needed to be sought from the top management
in each respective organisation. High-level IS managers
in approximately 690 organisations were contacted, of
which approximately 120 indicated their interest in
participating. After identifying the employees in each
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organisation, who worked in diverse roles but used
computers and the Internet as part of their daily work
routine, invitations to participate were distributed
through administrative assistants. Our data set shows
that employees from 78 organisations in the western New
York area participated in this study.

Due to the relatively sensitive nature of the informa-
tion sought, many safeguards were put in place to
encourage participation and solicit honest responses.
Precautionary measures were adopted to ensure the
anonymity of survey responses. Participants were direc-
ted to a survey website hosted on a secure university
server. The raw data collected was not available to anyone
other than the primary investigator. Moreover, to boost
confidence, survey respondents were assured that no
personal information was attached to their responses and
that the data collected was for research purposes only.
Code numbers were used to ensure that each respondent
completed only one survey. Incentives to encourage
participation were offered in the form of a draw for
several gift certificates valued at $25 and $50. If
participants wished to participate in the draws, they were
directed to enter their information on a separate website.

The consideration of various types of organisations as
well as participants working in different roles within the
organisations ensures the heterogeneity of the sample
and provides robustness and generalisability to the
results. The 312 responses represent employees from 78
organisations. The average age of participants was 42.3
years, ranging from 18 to 70 years. The participants
worked in various roles, including IT personnel, non-IT
personnel, engineers, technicians, accounting managers,
medical professionals, administrative assistants, etc. 46%
of the respondents were female, whereas 54% of the
respondents were male. The average education level
reported was: ‘completed a university or bachelor’s
degree’. Details of the sample demographics are reported
in Table A1 of the appendices.

Data analysis
We used SmartPLS and SPSS for measurement validation
and to test the structural model. Partial Least Square (PLS)
employs a component-based approach for estimation and
places minimal restrictions on sample size and residual
distributions. Bootstrapping with 500 re-samples was
performed to get the statistical significance of path
coefficients using a t-test.

Instrument validation
Before testing the hypothesised structural model, the
psychometric properties of the measures were evaluated.
The subjective norm was modelled as a formative
(aggregate or composite) latent construct, following
Karahanna et al. (1999). Similarly, resource availability
was also modelled as formative, as theoretically, the
indicators may be seen to employ different themes and
may not be interchangeable. For the formative con-
structs, the examination of weights in the principal

component analysis is suggested rather than the evalua-
tion of loadings in common factor analysis (Bollen &
Lennox, 1991). The results (depicted in Figure 2) indicate
that item weightings for three of the five subjective norm
measures were found to be significant. In considering the
various resources, the formative resource availability
construct also revealed that three of the five items were
significant. However, to retain content validity (Petter
et al., 2007) all of the indicators were kept in the model.

Excessive multicollinearity between the construct
items in formative constructs can destabilise the model.
Hence, a variance inflation factor (VIF) test is suggested
to determine whether the formative measures are highly
correlated to ensure multicollinearity is not present. VIF
statistics for all the formative measures considered in
the two constructs presented were under the 3.3 thresh-
old, which suggests that a high multicollinearity was
not present (Petter et al., 2007). In addition, we carried
out MTMM analysis as suggested by Loch et al. (2003). We
report the inter-item and item-to-construct correlation
matrix and related analysis in the Appendix (Appendix
Table A4).

To assess reflective constructs in our measurement
model, we examined construct reliability, convergent
validity, and discriminant validity. Construct reliability
measures the degree to which items are free from random
error, and therefore, yields consistent results. Reliability
for the constructs was assessed using composite reliability
scores. The composite reliability (Table 2) for all con-
structs was considered acceptable because it exceeded the
0.70 threshold (Gefen et al., 2000).

Convergent validity assesses consistency across multi-
ple items. Convergent validity is shown when the PLS
indicators load much higher on their hypothesised factor
than on other factors (i.e., own loadings are higher than
cross loadings). All estimated standard loadings were
significant (Po0.001) (Gefen & Straub, 2005) and of
acceptable magnitude (above 0.70) (Chin & Marcolin,
1995), which suggests good convergent validity. The
loadings, weights, and the items used in this study are
presented in Appendix Table A2.

To test discriminant validity, the extent to which
different constructs diverge from one another, the square
root of the Average Variance Extracted (AVE) of the multi-
item reflective constructs should be greater than the
absolute value of the inter-construct correlations (Gefen
& Straub, 2005). As shown in Table 2, the square root of
the AVE of all constructs was found to be much larger
than all other cross-correlations.

Cross loadings were evaluated to further test for
convergent and discriminant validity. All the loadings
of the measurement items on their assigned latent
variables were found to be at least an order of magnitude
larger than any other loading (Gefen & Straub, 2005). All
AVE values were above 0.50, which suggests that the
principal constructs capture a much higher construct-
related variance than error variance. Correlations among
all constructs were all well below the 0.90 threshold,
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which suggests that all constructs are distinct from each
other. Jointly, these tests suggest good convergent and
discriminant validity.

Testing of structural model
The standardised PLS path coefficients are shown in
Figure 3. Our results show that nearly 48% of the variance
in the security policy attitudes and 47% of the variance in
policy compliance intentions were explained by the
factors considered in the integrated model.

Security policy attitude was found not to have a
significant impact on policy compliance (b¼0.073: H5);
therefore H1 is not supported. The employee-perceived
severity of a security breach was found to have a
significant effect on the security concern (b¼0.191
Po0.05), which supports H2. The perceived probability
of a security breach was not found to have a significant
effect on the security breach concern (b¼0.065), thus H3
is not supported. Supporting H4, security breach concern
was found to have a significant effect on attitudes
towards security policies (b¼ 0.393 Po0.001).

As anticipated, response efficacy or effectiveness of
one’s action, the fourth dimension of protection motiva-
tion considered in this study, was also found to have a
significant effect on attitudes towards security policies
(b¼0.288 Po0.001), thus supporting H5. Response cost
was found to have a significant negative impact on
security policy attitudes (b¼ �0.195 Po0.001) which
supports H6.

Self-efficacy was found to have a significant impact
both on the attitude towards security polices (b¼0.148
Po0.05: H7) as well as intentions of complying with
security policies (b¼0.173 Po0.05: H8), thus supporting
hypotheses H5 and H6. Self-efficacy was in turn sig-
nificantly associated with the resource availability
(b¼0.505 Po0.001), which supports H9.

Regarding the deterrence dimension, punishment
severity was found to have a significant impact on policy
compliance intention (b¼ �0.14 Po0.005 level); how-
ever, the direction of the relationship was opposite to
that hypothesised. Thus, H10 was not supported. On the
other hand, certainty of detection was found to have a
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Department
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Specialist

Subjective
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-0.05
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0.24* 0.38*0.09
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Clear
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Figure 2 Formative nature of subjective norm and resource availability.

Note: * significant at Po0.05 level; ** significant at Po0.01 level; *** significant at Po0.001 level.

Table 2 Cross correlation matrix, average variance extracted and reliability statistics of principal reflective constructs

AVE Comp. reliab. 1 2 3 4 5 6 7 8 9 10 11 12 13 14

IncCert 0.82 0.93 0.90

IncSev 0.83 0.93 0.62 0.91

SecConcern 0.56 0.79 0.18 0.23 0.75

ResAvail 0.00 0.00 �0.14 �0.09 0.21 —

SelfEfficacy 0.87 0.95 �0.08 0.00 0.36 0.50 0.93

ResEff 0.66 0.85 0.01 0.02 0.29 0.24 0.26 0.81

Cost 1.00 1.00 �0.01 0.02 �0.12 �0.07 �0.02 �0.29 1.00

SecPolAtt 0.87 0.95 0.05 0.05 0.55 0.28 0.37 0.50 �0.33 0.93

OrgCommit 0.55 0.79 �0.07 �0.04 0.24 0.21 0.37 0.43 �0.23 0.34 0.74

PunSev 0.71 0.88 �0.17 �0.10 0.07 0.42 0.25 0.13 �0.07 0.19 0.25 0.84

DetCert 0.76 0.86 �0.15 �0.16 0.09 0.39 0.25 0.13 �0.10 0.17 0.20 0.63 0.87

DesNorm 0.88 0.96 �0.25 �0.15 0.04 0.38 0.32 0.12 �0.10 0.13 0.25 0.54 0.45 0.94

SubNorm 0.00 0.00 �0.09 0.05 0.40 0.52 0.58 0.35 �0.13 0.45 0.39 0.29 0.28 0.41 —

CompInt 0.84 0.94 �0.04 0.04 0.31 0.39 0.51 0.38 �0.19 0.38 0.43 0.24 0.32 0.33 0.59 0.92

Note: The shaded bold values in diagonal represent the sqrt (AVE) values. Resource availability and subjective norm are formative constructs.
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significant effect on policy compliance intention in the
hypothesised direction (b¼0.155 Po0.001), thus sup-
porting H11.

In support of H12, the subjective norm was found to
have a significant impact on policy compliance intention
(b¼0.313 Po0.001); the descriptive norm also was found
to have a significant impact on policy compliance
intention (b¼0.101 Po0.05), thus supporting H13.

The two relationships envisioned regarding organisa-
tion commitment were both found to be significant.
Supporting H14, organisational commitment was found
to significantly impact response efficacy (b¼0.431
Po0.001), and it was also found to have a significant
effect on policy compliance intention (b¼0.202
Po0.001), thus supporting H15.

Discussion of key findings and implications
This study has several key findings and offers several
theoretical and practical implications. Despite the recent
emphasis on behavioural research in information secur-
ity, this study is one of the earliest to evaluate policy
compliance intentions. On the theoretical level, we
evaluate the behaviours of an organisation’s employees
as related to security policy compliance intentions in an
integrated framework that uses PMT, Deterrence Theory,
Organisational Commitment, and the DTBP. From a
practical standpoint, our research offers implications for
security policy compliance in organisations.

Our results indicate that employees’ understanding of
the severity of the threat significantly affects their
concern regarding security breaches. We, however, found
that the certainty of security breaches does not have a
significant impact on the security concern. Our data
suggests that on average, employee perceived security

breach certainty perceptions are low (below neutral, with
mean¼3.78, SD¼1.56). Our results suggest that if
employees believe that complying with policies is a
hindrance to their day-to-day job activity, they are less
likely to have favourable views towards security polices.
However, the perceived effectiveness of employee actions
was found to play a role in behaviours related to
information security policy compliance. We found that
if employees perceive that their compliance behaviours
have a favourable impact on the organisation or benefit
the organisation, they are more likely to have more
positive attitudes towards the security policies. It is
critical that IT management make efforts to convey to
employees that information security is important to an
organisation and that employee actions make a differ-
ence in achieving the overall goal of system security.
More importantly, it is necessary for IT management to
communicate the reality of security threats to organisa-
tional end-users.

Resource availability was found to significantly enhance
employees’ abilities to perform the necessary security-
related actions. These abilities (self-efficacy) were found
to have an effect on both security policy attitudes and
intentions to comply with policies. Thus, employee self-
efficacy is likely to result in favourable attitudes and more
compliance intentions. As such, managers need to make
security policy-related resources easily available
to employees. As Gist (1987) argues, the implications of
self-efficacy for training or organisational development
are numerous. Security literature has emphasised that
managers need to pay attention to security awareness and
training initiatives.

We found the impact of attitude on policy compliance
intentions to be insignificant. In line with the vast
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Figure 3 Results for the proposed research model.

Note: * significant at Po0.05 level; ** significant at Po0.01 level; *** significant at Po0.001 level.
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literature that has considered the direct relationship of
PMT constructs to intentions, we carried out a post-hoc
analysis which shows that amongst the PMT constructs,
response efficacy and self-efficacy have a direct and
significant impact on compliance intentions, whereas
response cost and security concern did not significantly
contribute to predicting compliance intentions.

Our findings suggest that social influence also plays a
role in employee security behaviours. Findings from our
sample suggest that normative beliefs related to expecta-
tions from relevant others have a significant impact on
employee behaviours. This suggests that beliefs regarding
the expectations of superiors, peers, and IT personnel
seem to have the most impact on employee security
behaviours. Not only the expectations of others, but
also the perceived behaviour of similar others, was found
to be a significant contributor in employee intentions
to comply with the policies. Managers can improve
security compliance by enhancing the security climate
in their organisation. We would like to note here that
in the formative construction of the five items related
to subjective norms, three weights (boss, colleague, and
computer specialist) were found to be significant whereas
two weights (top management and IS security depart-
ment) were found to be insignificant. This may be due to
the fact that not all organisations have separate security
department. Also, employees may not be aware of the
top management’s expectations. Broadly, our items fall
into two categories: expectations from individuals and
expectations from the organisation. An analysis based on
this view of our results suggests that employees may not
have direct knowledge of organisational expectations.

In testing the effects of deterrence, the certainty of
detection was found to have a positive impact on security
policy compliance intentions. If employees perceive that
there is high likelihood of getting caught if they violate
security policies, they are more likely to follow the
security policies. Surprisingly, the severity of penalty was
found to have a negative impact on security behaviour
intentions. In fact, sanctions have been found to have
mixed results in the IS security literature (Kankanhalli
et al., 2003; Pahnila et al., 2007). Our results suggest that
the existence and visibility of detection mechanisms is
perhaps more important than the severity of penalty
imposed.

Employee organisational commitment was found to
have a significant impact on both the policy compliance
intentions and perceived effectiveness of employee
actions. The extant literature in organisational behaviour
suggests ways to increase organisational commitment
and can give us insights into the managerial actions that
promote employee involvement.

The limitations of this study create several opportu-
nities for further research. The formative resource avail-
ability construct reveals that two of the five items
considered did not have statistically significant weights.
These two items relate to the online availability of
policies and to security training. Various resources and

their role in security facilitation need further investiga-
tion. The insignificant effect of attitude on policy
compliance intention may be due to reasons such as
context, sample, or other extraneous factors. Also one
may posit that attitudes may be desensitised when
deterrent efforts in the organisation, norms, efficacy,
and commitment come into play, resulting in less of an
impact on intention. Additional research is needed to
substantiate and understand this issue. Further investiga-
tion into security policy and policy compliance attitudes
can be carried out with in-depth interviews and focus
group discussion. This study did not consider reward
systems as a means to promote policy compliance that
may exist, so this should be considered by future studies.
This study focuses on user intentions to comply with the
security policies. Although intentions are likely to have a
significant impact on actual behaviour, many factors
such as habits and time needed for task achievement are
likely to play important roles and need to be considered
by future studies. Moreover, the consideration of the
characteristics of the individuals such as personality traits
was outside the scope of this study. Personality factors
such as responsibility acceptance, conscientiousness, and
agreeableness that have recently been used in the security
literature (Shropshire et al., 2006) can be further incor-
porated to understand their effect on the threat percep-
tions, protection motivations, and policy compliance.
Furthermore, this study uses a data set collected in a
limited geographic area of Western New York. Further
investigation is warranted with wider samples, samples
collected from different countries, as well as additional
personal characteristics and organisational variables.
Future studies with larger samples representing various
sectors may allow an examination of patterns contribut-
ing to a shared sense of mission. For example, the
banking industry, the health care industry, or academic
organisations may show patterns that are driven by the
unique needs of the sector. Also, the mandatory nature of
policy compliance in organisations that is likely to arise
from sector specific demands may be an issue for further
investigation. This study considers the hindrance caused
by policy compliance in terms of response cost; however,
the rewards of continuing the maladaptive practice of
ignoring the policies were not captured in this study and
remain to be investigated.

Conclusion
Although organisations are actively using security tech-
nologies and practices, it is known that information
security cannot be achieved through technological tools
alone, and thus, organisations are forced to consider
information security policies. Most organisations spend
time and resources to provide, establish, and monitor
computer security policies; however, if the end-users of
organisational IS are not keen or willing to follow the
policies, then these efforts are in vain. In this paper, we
develop an Integrated Protection Motivation and Deter-
rence Model of security policy compliance under the

Protection motivation and deterrence Tejaswini Herath and H. Raghav Rao118

European Journal of Information Systems



AUTHOR C
OPY

umbrella of Taylor-Todd’s Decomposed Theory of Rea-
soned Action. We also evaluate the effect of organisa-
tional commitment on employee security compliance
intentions. With the help of 312 employee responses
from 78 organisations, we perform an empirical test on
the proposed model. Our results suggest that (a) percep-
tions about the severity of breach, response efficacy and
self-efficacy are likely to have a positive effect on
attitudes towards security policies, whereas response cost
negatively influences the favourable attitudes; (b) social
influence has a significant impact on compliance inten-
tions; (c) resource availability is a significant factor in
enhancing self-efficacy, which in turn, is a significant

predictor of policy compliance intentions; and (d)
organisational commitment plays a dual role by impact-
ing intentions directly as well as promoting a belief that
employee actions have an effect on an organisation’s
overall information security.
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Appendix

See Tables A1–A4.

Table A1 Descriptive statistics

312 employees from 78 organisations Count % Count %

Participants (Employee information)

Gender Age

Female 168 54 Under 20 4 1.3

Male 142 46 20–29 41 13.1

30–39 79 25.3

Education 40–49 100 32.1

Grade school or some high school 3 1.0 50–59 77 24.7

Completed high school 13 4.2 60 and above 11 3.5

Some community college or university – did not complete 43 13.8 Min (15 years); Max (70 years); Average (42 years)

Completed technical school or a community college 61 19.6

Completed a university or Bachelor’s degree 120 38.5 Job role

Completed a post-graduate degree – Master’s or Ph.D. 71 22.8 IT 73 24

Non-IT 235 76

Participants (Company information)

Number of users Sector

1–20 9 15 1 Aerospace 2

21–50 14 23 2 Beverage distribution – wholesale 1

51–100 5 8 3 Chemical/chemical distribution 2
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Table A1 Continued

312 employees from 78 organisations Count % Count %

101–500 14 23 4 Computer software company 1

501–1000 3 5 5 Construction 2

1000 or more 15 25 6 Defense contracting 1

7 Engineer/architect firm 4

Annual information security budget 8 Financial services 8

None, no separate budget 28 50 9 Government facility 1

Less than $50,000 19 34 10 Health care 11

$50,000–$99,999 4 7 11 Internet service provider 2

$100,000–$249,999 3 5 12 Manufacturing 16

$250,000–$499,999 1 2 13 Media company 3

$500,000–$999,999 1 2 14 Nonprofit 1

$1–$4.9 million 3 5 15 Oil/Gas 1

$5–$9.9 million 1 2 16 Pharmaceutical research 1

$10 million or more 0 0 17 Power/Energy 2

18 Service_Computer Services 2

Length of time security policies were in place 19 Service_Legal Service 2

Not yet adopted 8 14 20 Service_Personnel Staffing 1

Less than 6 months 1 2 21 Telecommunications 1

6 months to 1 year 1 2 22 Transportation 2

1–3 years 10 17 23 University/College 10

3–5 years 16 27

More than 5 years 23 39

Note: The discrepancies in the numbers are due to data not reported.

Table A2 Instrument, item loadings and item weights

Construct Items Item loadings

(t value)

Item weight

(t value)

Perceived probability of

security breach

IncCert1 0.91 (5.48) 0.39 (2.77) How likely is it that a security violation will cause a significant outage

that will result in loss of productivity?

IncCert2 0.89 (6.23) 0.28 (2.90) How likely is it that a security violation will cause a significant outage

to the Internet that results in financial losses to organisations?

IncCert3 0.91 (5.98) 0.44 (3.96) How likely is it that organisation will lose sensitive data due to a

security violation?

Perceived severity of

security breach

IncSev1 0.83 (8.67) 0.22 (1.52) I believe that information stored on organisation computers is

vulnerable to security incidents.

IncSev2 0.95 (21.93) 0.44 (6.08) I believe the productivity of organisation and its employees is

threatened by security incidents.

IncSev3 0.94 (19.45) 0.42 (7.02) I believe the profitability of organisations is threatened by security

incidents.

Security breach

concern level

SecConc1 0.78 (21.02) 0.45 (10.86) The IS security issue affects my organisation directly.

SecConc2 0.63 (7.67) 0.27 (4.13) The IS security issue is exaggerated (Reverse coded).

SecConc3 0.84 (27.83) 0.58 (11.95) I think IS security is serious and needs attention.

Response efficacy ResEff1 0.82 (17.94) 0.37 (11.38) Every employee can make a difference when it comes to helping to

secure the organisation’s IS.

ResEff2 0.76 (14.82) 0.35 (8.72) There is not much that any one individual can do to help secure the

organisation’s IS.

ResEff3 0.86 (29.62) 0.49 (11.03) If I follow the organisation IS security policies, I can make a difference

in helping to secure my organisation’s IS.

Cost Cost1 1.00 (0.00) 1.00 (0.00) Adopting security technologies and practices poses hindrance.
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Table A2 Continued

Construct Items Item loadings

(t value)

Item weight

(t value)

Resource availability ResAvail1 0.76 (9.89) 0.49 (4.19) Help desk help is available when needed.

ResAvail2 0.88 (16.51) 0.74 (7.16) Information Security policies are made available to employees

online.

ResAvail3 0.48 (4.48) 0.07 (0.55) Information security policies are written in a manner that is clear and

understandable.

ResAvail4 0.38 (3.16) 0.03 (0.20) Users receive adequate security training before getting a network

account.

ResAvail5 0.29 (2.49) 0.24 (2.08) A variety of business communications (notices, posters, newsletters,

etc.) are used to promote security awareness.

Self-efficacy SEff1 0.93 (73.79) 0.39 (24.75) I would feel comfortable following most of the IS security policies on

my own.

SEff2 0.94 (63.42) 0.35 (25.25) If I wanted to, I could easily follow IS security policies on my own.

SEff3 0.92 (41.80) 0.33 (23.97) I would be able to follow most of the IS security policies even if there

was no one around to help me.

Security policy attitude SecPolAtt1 0.95 (100.41) 0.37 (28.20) Adopting security technologies and practices is important.

SecPolAtt2 0.97 (131.51) 0.38 (27.09) Adopting security technologies and practices is beneficial.

SecPolAtt3 0.87 (28.46) 0.33 (18.01) Adopting security technologies and practices is helpful.

Organisational

commitment

OCM1 0.82 (19.64) 0.61 (7.53) I am willing to put in a great deal of effort beyond that normally

expected in order to help this organisation be successful.

OCM2 0.72 (8.32) 0.39 (6.37) I really care about the fate of this organisation.

OCM3 0.68 (9.66) 0.32 (6.07) For me, this is the best of all possible organisations for which to work.

Punishment severity PunSev1 0.92 (40.77) 0.53 (7.66) The organisation disciplines employees who break information

security rules.

PunSev2 0.80 (15.59) 0.26 (3.35) My organisation terminates employees who repeatedly break

security rules.

PunSev3 0.80 (15.07) 0.37 (4.95) If I were caught violating organisation information security policies, I

would be severely punished.

Detection certainty DetCer1 0.88 (31.10) 0.59 (11.72) Employee computer practices are properly monitored for policy

violations.

DetCer2 0.86 (26.26) 0.56 (10.99) If I violate organisation security policies, I would probably be caught.

Subjective norm SubNorm1 0.74 (8.50) �0.05 (0.32) Top management thinks I should follow organisational IS security

policies.

SubNorm2 0.92 (18.93) 0.49 (2.46) My boss thinks that I should follow organisational IS security policies.

SubNorm3 0.80 (14.46) 0.24 (1.77) My colleagues think that I should follow organisational IS security

policies.

SubNorm4 0.81 (11.14) 0.09 (0.47) The information security department in my organisation thinks that I

should follow organisational IS security policies.

SubNorm5 0.88 (14.11) 0.38 (2.29) Other computer technical specialists in the organisation think that I

should follow organisational security policies.

Descriptive norm DesNorm1 0.95 (94.39) 0.31 (15.33) I believe other employees comply with the organisation IS security

policies.

DesNorm2 0.94 (88.33) 0.34 (13.80) I am convinced other employees comply with the organisation IS

security policies.

DesNorm3 0.93 (74.25) 0.42 (15.77) It is likely that the majority of other employees comply with the

organisation IS security policies to help protect organisation’s IS.

Security policy

compliance intention

CompInt1 0.93 (47.18) 0.39 (15.09) I am likely to follow organisational security policies.

CompInt2 0.87 (14.66) 0.31 (10.64) It is possible that I will comply with organisational IS security policies

to protect the organisation’s IS.

CompInt3 0.95 (78.77) 0.39 (16.23) I am certain that I will follow organisational security policies.
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Table A3 Cross loadings

IncCert IncSev SecConcern ResEff Cost ResAvail SelfEfficacy SecPolAtt OrgCommit PunSev DetCert SubNorm DesNorm CompInt

IncCert1 0.91 0.62 0.17 0.01 0.03 �0.10 �0.02 0.05 �0.02 �0.14 �0.13 �0.03 �0.19 �0.01

IncCert2 0.89 0.54 0.12 �0.02 0.00 �0.07 �0.08 0.03 �0.05 �0.05 �0.08 �0.08 �0.15 �0.05

IncCert3 0.91 0.53 0.19 0.04 �0.04 �0.19 �0.12 0.07 �0.10 �0.23 �0.19 �0.12 �0.30 �0.06

IncSev1 0.63 0.83 0.12 �0.01 0.02 �0.13 �0.06 0.02 �0.08 �0.09 �0.19 �0.01 �0.20 0.02

IncSev2 0.59 0.95 0.24 0.01 0.03 �0.06 0.05 0.03 �0.02 �0.11 �0.14 0.08 �0.13 0.06

IncSev3 0.53 0.94 0.23 0.04 0.01 �0.08 �0.01 0.07 �0.03 �0.09 �0.13 0.03 �0.12 0.02

SecConc1 0.17 0.21 0.78 0.22 0.00 0.15 0.31 0.39 0.18 0.09 0.11 0.30 0.02 0.22

SecConc2 �0.02 0.08 0.63 0.24 �0.26 0.18 0.23 0.28 0.20 0.11 0.14 0.31 0.11 0.23

SecConc3 0.19 0.20 0.84 0.22 �0.09 0.15 0.27 0.53 0.19 0.00 0.01 0.31 0.00 0.26

ResEff1 0.03 0.06 0.22 0.82 �0.19 0.25 0.21 0.37 0.31 0.07 0.04 0.28 0.05 0.29

ResEff2 �0.03 �0.06 0.22 0.76 �0.31 0.12 0.14 0.31 0.34 0.06 0.10 0.20 0.06 0.29

ResEff3 0.02 0.03 0.26 0.86 �0.22 0.21 0.26 0.50 0.40 0.16 0.16 0.35 0.15 0.35

Cost1 �0.01 0.02 �0.12 �0.29 1.00 �0.07 �0.02 �0.33 �0.23 �0.07 �0.10 �0.13 �0.10 �0.19

ResAvail1 �0.16 �0.06 0.12 0.13 �0.03 0.76 0.39 0.15 0.16 0.30 0.29 0.41 0.30 0.36

ResAvail2 �0.13 �0.07 0.20 0.25 �0.08 0.88 0.45 0.29 0.20 0.47 0.38 0.46 0.37 0.31

ResAvail3 �0.29 �0.14 0.05 0.13 �0.12 0.48 0.24 0.12 0.14 0.52 0.41 0.35 0.53 0.17

ResAvail4 �0.13 �0.04 0.17 0.14 �0.12 0.38 0.19 0.12 0.12 0.27 0.16 0.26 0.23 0.12

ResAvail5 �0.22 �0.02 0.03 0.11 �0.05 0.29 0.15 0.08 0.11 0.47 0.27 0.20 0.36 0.11

SEff1 �0.07 0.01 0.34 0.26 �0.05 0.48 0.93 0.39 0.40 0.25 0.28 0.60 0.37 0.53

SEff2 �0.11 �0.02 0.32 0.25 �0.01 0.50 0.94 0.31 0.31 0.22 0.23 0.53 0.26 0.45

SEff3 �0.05 0.03 0.34 0.21 0.01 0.43 0.92 0.32 0.32 0.22 0.18 0.48 0.24 0.43

SecPolAtt1 0.05 0.05 0.55 0.46 �0.26 0.28 0.36 0.95 0.29 0.19 0.15 0.43 0.11 0.37

SecPolAtt2 0.05 0.05 0.54 0.47 �0.30 0.27 0.41 0.97 0.34 0.20 0.15 0.46 0.15 0.39

SecPolAtt3 0.05 0.03 0.45 0.45 �0.37 0.23 0.25 0.87 0.32 0.13 0.17 0.35 0.10 0.29

OCM1 0.00 0.03 0.31 0.46 �0.22 0.23 0.37 0.37 0.82 0.23 0.18 0.34 0.23 0.38

OCM2 �0.07 �0.06 0.10 0.21 �0.13 0.06 0.20 0.20 0.72 0.11 0.10 0.25 0.12 0.33

OCM3 �0.13 �0.09 0.05 0.21 �0.16 0.13 0.20 0.10 0.68 0.19 0.17 0.25 0.18 0.23

PunSev1 �0.13 �0.08 0.05 0.16 �0.12 0.37 0.24 0.18 0.29 0.92 0.57 0.28 0.52 0.26

PunSev2 �0.08 �0.03 0.12 0.03 �0.04 0.25 0.12 0.14 0.12 0.80 0.47 0.18 0.37 0.13

PunSev3 �0.20 �0.15 0.03 0.09 0.00 0.42 0.23 0.14 0.17 0.80 0.53 0.23 0.45 0.18

DetCer1 �0.14 �0.15 0.12 0.13 �0.07 0.30 0.24 0.17 0.18 0.52 0.88 0.25 0.34 0.28

DetCer2 �0.13 �0.13 0.04 0.10 �0.10 0.39 0.20 0.12 0.18 0.58 0.86 0.24 0.45 0.27

SubNorm1 �0.12 �0.02 0.32 0.30 �0.18 0.46 0.47 0.36 0.32 0.37 0.31 0.74 0.48 0.43

SubNorm2 �0.10 0.05 0.37 0.33 �0.14 0.47 0.54 0.43 0.36 0.25 0.22 0.92 0.36 0.54

SubNorm3 �0.10 �0.01 0.30 0.25 �0.09 0.48 0.45 0.34 0.29 0.35 0.30 0.80 0.45 0.47

SubNorm4 �0.08 0.02 0.33 0.29 �0.10 0.46 0.45 0.33 0.33 0.23 0.23 0.81 0.36 0.47

SubNorm5 �0.04 0.06 0.35 0.32 �0.10 0.44 0.52 0.39 0.35 0.22 0.26 0.88 0.32 0.52

DesNorm1 �0.24 �0.15 0.01 0.07 �0.10 0.35 0.28 0.10 0.20 0.48 0.41 0.37 0.95 0.27

DesNorm2 �0.21 �0.15 0.03 0.11 �0.05 0.33 0.27 0.11 0.23 0.49 0.40 0.36 0.94 0.29

DesNorm3 �0.24 �0.12 0.07 0.13 �0.13 0.37 0.33 0.16 0.26 0.54 0.45 0.41 0.93 0.36

CompInt1 �0.06 0.04 0.33 0.35 �0.18 0.40 0.51 0.35 0.43 0.23 0.32 0.57 0.32 0.93

CompInt2 0.02 0.05 0.22 0.32 �0.14 0.29 0.39 0.33 0.34 0.17 0.19 0.47 0.26 0.87

CompInt3 �0.06 0.02 0.29 0.38 �0.21 0.38 0.49 0.36 0.42 0.24 0.34 0.57 0.33 0.95

Note: ResAvail and SubNorm were modeled as formative in the model.
The bold values indicates the factor loading for the items (represented in rows) relate to the respective constructs represented in the columns.
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