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nformation security investment has been getting increasing attention in recent years. Various methods have

been proposed to determine the effective level of security investment. However, traditional expected value
methods (such as annual loss expectancy) cannot fully characterize the information security risk confronted by
organizations, considering some extremal yet perhaps relatively rare cases in which a security failure may be
critical and cause high losses. In this research note we introduce the concept of value-at-risk to measure the risk
of daily losses an organization faces due to security exploits and use extreme value analysis to quantitatively
estimate the value at risk. We collect a set of internal daily activity data from a large financial institution in
the northeast United States and then simulate its daily losses with information based on data snapshots and
interviews with security managers at the institution. We illustrate our methods using these simulated daily
losses. With this approach, decision makers can make a proper investment choice based on their own risk
preference instead of pursuing a solution that minimizes only the expected cost.
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1. Introduction

The importance of effective information security man-
agement has increased in recent years due to the
increasing frequency and cost of security incidents
(Gordon et al. 2005). While high-risk organizations
may adopt security at any price, most commercial
organizations have to consider the cost-benefit trade-
off for such investment. In the Ernst & Young Global
Information Security Survey (Ernst & Young 2003,
2004), budget constraints are listed as one of the main
obstacles to effective information security. Quantifica-
tion tools, if applied prudently, can assist in the antic-
ipation and control of direct and indirect computer
security costs (Mercuri 2003, Geer et al. 2003).

In this research we propose an approach incor-
porating the concept of value-at-risk (VaR) (Crouhy
et al. 2001, Duffie and Pan 1997, Jorion 1997) for
information security investment and further intro-
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duce extreme value analysis (Gumbel 1958) to esti-
mate the VaR of daily losses. VaR was originally
developed as a tool for assessing the risk of financial
assets, and it is widely used in financial engineering
and insurance. It is a statistical measure of the risk
associated with an investment or set of investments.
Extreme value theory quantifies the stochastic behav-
ior of a process at unusually large (or small) levels;
it is concerned with probabilistic and statistical ques-
tions related to those extremely rare events. To our
knowledge, this is the first application of VaR and
extreme value theory to information security invest-
ment decisions.

We consider the scenario of threat in a firm
(Anderson and Brackney 2004, Chinchani et al. 2005,
Shaw et al. 1998). On a daily basis, a large firm
experiences some activities (which may be referred as
exploits) that result in incidents of denial of services
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(DoS) to its employees. According to the senior man-
ager of information security at a financial institute
in the northeast United States, some typical exploits
that result in denial of services involve deleting or
changing objects such as user objects, workstation
objects, network components, and server components
and subcomponents. Most of these incidents affect
individual productivity in various ways, but a few of
them may interrupt network services. Such disrup-
tions affect normal business activities and cause a loss
of productivity and reputation. In general, these activ-
ities occur on internal machines. They may be initi-
ated by internal staff either accidentally or purposely,
or manipulated by outsiders through malicious tools
such as Trojan horses and other programs.

We regard an activity as having a particular proba-
bility of causing an incident. The occurrence probabil-
ity and the cost of an incident are affected by security
investments. A firm makes its investment choice based
on its risk preference. On one hand, the firm may wish
to minimize its expected daily cost, which includes
the daily loss caused by incidents and the daily cost
of countermeasures. On the other hand, the firm may
expect that the daily loss caused by security incidents
should not exceed a certain value, say $10,000, with
a certain level of confidence (for example, 99%). We
use extreme value analysis to characterize the extreme
(large) behavior of daily losses and estimate their VaR.
With the application of the extreme value theory, we
attempt to address the following issues:

1. What is the probability distribution of the high
daily losses—i.e., what is the occurrence probability of
daily loss above a given level? In other words, given a
period (say, 100 days), what is the level that the daily
loss is expected to exceed once in that period?

2. Are there seasonal phenomena or time trends in
the extreme behavior of daily losses?

By answering these questions, we make inferences
about the VaR and determine effective security invest-
ment levels to modulate the risk.

The contributions of this paper are threefold. First,
we introduce the concept of VaR in the context of risk
characterization for information security. Second, we
use extreme value analysis to characterize daily losses
and estimate their VaR. Finally, we demonstrate the
approach in a scenario of protecting information sys-
tems against threats arising internally at a financial

institute. Decision makers can use this approach to
make proper investment choices based on their own
risk preferences instead of pursuing a solution that
minimizes only the expected cost.

The organization of this paper is as follows: In §2,
after a literature review, we introduce the concept of
VaR for information security investment. In §3 we
describe the daily internal activity data that we col-
lected from a financial institute. In §4 we perform
extreme value analyses on the simulated daily losses,
estimating the extreme value model with and without
the assumption that the observations are temporally
independent. Seasonal phenomena and time trends in
daily losses are examined, and a simple investment
example is used to demonstrate how we can utilize
the method. Finally, in §5 we summarize our study
and discuss future research.

2. Security Risk and Security
Investment

2.1. Related Literature

IT payoff has been widely examined (Devaraj and
Kohli 2002), but research in IT security invest-
ment has gained interest only recently. The models
that have been proposed to determine the effective
level of security investment fall into basically two
approaches: game theory to model strategic interac-
tions between organizations and attackers, or tradi-
tional risk/decision analysis frameworks.

Some researchers have argued that information
security can be treated as a game between orga-
nizations and attackers. While organizations try to
cover vulnerabilities in their systems, attackers race to
exploit them. Security investments not only prevent
security incidents by reducing vulnerabilities that
attackers can exploit, but also act as a deterrent for
attackers by making attacks less attractive (Schechter
and Smith 2003). Longstaff et al. (2000) argued that
investment in system risk assessment can reduce the
likelihood of intrusions, which yields benefits much
higher than the investment. Varian (2004) examined
the free rider problem in information security invest-
ment in different circumstances using a game theory
model. In their models, both agents, the attacker and
the defender, maximized their own expected benefits,
and it was shown that the reactions of the defender
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and attacker depend on their own cost-benefit ratio.
Gal-or and Ghose (2005) studied economic incentives
for sharing security information and found that secu-
rity investments and security information sharing act
as strategic complements in equilibrium. Kannan and
Telang (2005) considered whether movement toward
a market-based mechanism for vulnerability disclo-
sure leads to a better social outcome.

However, the game theory approach suffers from
the fact that the rationality of hackers is hard to cap-
ture in a model, because they may be motivated by
a different value system. They may be rational, but it
may not be on our terms; they may be driven by moti-
vations other than money. It is hard for us to know
their cost function for attacking the system.

Generally, traditional risk or decision analysis mod-
els apply a standard result in optimal-control theo-
retic certainty equivalence, which implies that only
the mean values (probability-weighted average out-
comes) of target variables matter for an optimal policy
setting. Gordon and Loeb (2002) proposed one such
model for the expected benefits of investment in infor-
mation security. Hoo (2000) used a decision analysis
approach to evaluate different policies for information
security. Longstaff et al. (2000) proposed a hierarchical
holographic model (HHM) to assess security risks and
provide a model for assessing the efficacy of risk man-
agement.

Our model belongs to the decision theory approach.
A risk situation in a decision theoretic model is usu-
ally characterized in terms of the expected value of
a stochastic variable, such as annual loss expectancy
(ALE), because in most applications the primary inter-
est is in the center of the distribution, not the tail.
Such methods cannot fully characterize the informa-
tion security risk faced by a firm, however, because
there are some extremal but relatively rare cases in
which the security failure is critical enough to cause
huge losses. In our model we describe the situation
in terms of its extreme behavior. For instance, a possi-
ble risk situation can be characterized as a mean daily
loss of X dollars, while in our approach it is character-
ized as having a probability of Z% for the daily loss
to exceed Y dollars. Observations that first appear to
be outliers may not in fact be inconsistent with the
rest of the data if they come from a long-tailed distri-
bution. In some decisions it is the extreme values that

are of primary interest, as in the case of security fail-
ures, which are low-probability events that can bring
huge losses.

We apply the notion of VaR and extreme value the-
ory to security investment decisions. VaR is widely
used in financial engineering and insurance (Crouhy
et al. 2001, Duffie and Pan 1997, Jorion 1997, Dowd
1998, Embrechts 1996, de Fontnouvelle et al. 2005,
Holton 2003). It has also been applied in airline
risk management (Hallerbach and Menkveld 1999)
and agriculture (Manfredo and Leuthold 1998). Mitra
and Wang (2005) employed VaR for network rev-
enue management through stochastic traffic engineer-
ing. Extreme value theory is an important statistical
area in applied sciences and has found applications
in engineering (Castillo 1988), insurance and finance
(Embrechts et al. 1997), and management strategy
(Dahan and Mendelson 2001), as well as in environ-
mental and biomedical research. We utilize VaR to
measure the information security risk faced by a firm
and extreme value analysis to estimate the VaR of
daily losses.

2.2. Value at Risk

Table 1 lists the notations that we will use in the fol-
lowing discussion. Let j denote the type of incident,
j=12,...,T, and n; denote the daily number of
incidents of type j. X denotes the daily number of
activities, and P;(I) denotes the occurrence probabil-
ity of an activity resulting in an incident of type j
given a security investment level I. We have n; =
X- Pj(l ). Security measures, such as firewalls, intrusion
detection systems, multifactor authentication, multi-
player defense, etc., reduce the occurrence probability
Pi(I), thus reducing n;. Let C,(I) denote the cost
caused by an incident of type j. Through risk man-
agement practices such as disaster planning, data
backup and recovery, redundancy/diversity, etc., we
try to limit the impact of a security incident. Many
studies have been carried out to estimate the occur-
rence probability P;(I) and the incident impact C;(I):
Kesh et al. (2002) developed a framework for analyz-
ing e-commerce security by examing the relationships
among e-commerce security needs, threats, technolo-
gies, and tools. Geer et al. (2003) introduced business-
adjusted risk (BAR) for classifying security defects by
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Table 1 Notations

Value at risk
j Thetype of incident, j=1,2,...,T.
The daily number of incidents of type j.
X The daily number of activities.
| The security investment level.
Pi(/)  The occurrence probability of an activity resulting in an incident
of type j at security investment level /.
C,(I)  The cost caused by a successful exploit of type j at security
investment level /.
L The daily loss.
F,(z)  The cumulative distribution function (CDF) of L.
z,  The pth quantile of F,(z). p is a probability, such that 0 <p <1.

Extreme value analysis

t Dayt t=1,2,...,430.

X;  X; is the observed daily loss inday f, f =1,2,...,430.
AX, =X, —X_q, 1=2,...,430.

u  High threshold.
GPD  Generalized Pareto distribution.

o Scale parameter of GPD.

& Shape parameter of GPD.

their vulnerability type, degree of risk, and poten-
tial business impact. Farahmand et al. (2005) pre-
sented a subjective analysis, probability assessment,
and damage evaluation of information security inci-
dents. Sun et al. (2006) developed an evidential rea-
soning approach under the Dempster—Shafer theory
of belief functions for information system risk assess-
ment. P;(I) and C;(I) may be characterized as random
variables following certain distributions. We consider
Pi(I) and C;(I) to be endogenous variables that can be
adjusted through our security investment.

The daily loss includes all losses caused by different
incidents/exploits in one day. Given a level of secu-
rity investment I, the daily loss L is then

T T
L= n,Gi() =X P(D)- D). 1)
j=1

j=1

We assume that the incidents/exploits of different
types are independent.

With proper security investment, we expect that the
daily loss above a given level will be at a desired
probability. Denote the cumulative distribution func-
tion (CDF) of L by F (z). We define the VaR of the
daily loss with probability p as

p=Pr[L> VaR]=1-"Pr[L < VaR]=1-F,(VaR) (2)

From the definition, the probability that the organiza-
tion will encounter a daily loss that exceeds VaR is p.
Alternatively, we can say that with probability (1—p),
the daily loss encountered by the organization is less
than or equal to VaR. The definition shows that VaR is
concerned with tail behavior of the CDF F (z). More
specifically, the right tail of F (z) is our concern.

Given a univariate CDF F(z) and probability
p (0 <p <1), the pth quantile of F, (z) is defined as

z, =inf{z [ F.(2) = p}, ®)
where inf denotes the smallest real number satisfying
F (z) = p. If the CDF F (z) is known, then the VaR
is simply its (1 — p)th quantile. However, we do not
know the CDF in practice. Thus, study of the VaR of
the daily loss is essentially concerned with estimation
of the CDF F, (z) and its quantile, especially the tail
behavior of the CDF.

In this study we will use extreme value theory to
characterize the stochastic behavior of daily losses
and estimate their VaR. The decision maker can use
this information to make a proper investment choice
considering his/her risk preference.

3. Data
We collected data on daily activities between January
16, 2004, and March 20, 2005, from a large financial
institute situated in the northeastern United States.
These activities were recorded by a host-based activ-
ity monitoring system that monitors a set of internal
servers including printer servers, application servers,
file servers, and database servers. Figure 1 shows the
architecture of the monitoring system. The institute
has approximately 150 application servers that host
different objects, including user objects, workstation
objects, network components, and server components
and subcomponents. Each application server has a
monitoring agent running that collects user activity
logs and sends them to a set of collection servers.
Then a rollup server aggregates all logs from the
collection servers and stores them in a large SQL
database. An entity-relationship (ER) diagram of the
database is shown in Figure 2. Recorded activities
include the following:

* employee login/logout, file/printer access, or
any other activity done at network level,
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Figure 1 The Architecture of the Activity Monitoring System
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* inter-server communication (most of which hap-
pens automatically or is scheduled), and

¢ application access information (only some appli-
cations are monitored).

There are a total of 15,000 users of this system, dis-
tributed over two cities. Figure 3 plots the number of
activities captured on a daily basis over 430 days. The
mean of these daily numbers is 1,131,246.

In order to examine the abnormal activities and
exploits, a set of daily reports were generated based
on activity signatures. Table 2 shows an example of
an SQL query used to create a daily report of pass-
word changing attempts. Appendix A lists four sep-
arate examples of such reports. On a daily basis,
approximately 20 such daily monitoring reports cov-
ering a variety of activities are generated. Security
analysts study these reports. Depending on busi-
ness procedures (or decision rules), the analysts fil-
ter out false alarms and consequently identify the
critical incidents. Those business procedures and or
decision rules are developed and adjusted based on

business requirements. Critical incidents are reported
to department managers for proper actions.

Based on our interviews with the institute’s man-
agers of information security, we classify the incidents
into two types:

* Type A: High-Frequency-Low-Impact incidents.
This includes incidents/exploits that affect individual
users, such as changes to user objects. An incident
of this type is expected once every 15,000 activities;
on average, there are approximately 75 such incidents
per day. The loss resulting from incidents of this type
includes the cost of help-desk calls and loss of indi-
vidual productivity and is estimated to be $100 per
incident on average.

e Type B: Low-Frequency-High-Impact incidents.
This includes incidents/exploits that cause disrup-
tions of network services, such as e-mail server
outages or network connection interruptions. These
incidents affect a group of users. An incident of this
type is expected once every 50,000,000 activities; on
average, there will be one or two such incidents every
two months. On an average the cost of this type of
incident is approximately $10,000 per incident, which
includes the loss of user productivity, business dis-
ruptions, and possible damage to business reputation.

Based on this information and the daily number of
activities, we simulated the daily loss and plotted it
in Figure 4. The mean of the simulated daily losses
is $7,777. Further analyses are carried out below with
this set of data.

4. Extreme Value Analysis

In this section we will use extreme value theory to
characterize the tail behavior (extremely large) of the
daily losses. We first apply the augmented Dickey-
Fuller test (Dickey and Fuller 1979, 1981) to examine
the stationarity of the series (the daily losses). Then,
the exceedances over thresholds extreme value model
(Davison and Smith 1990, Pickands 1975) is fitted to
the data, both with and without the assumption of
the temporal independence of the observations. Sea-
sonal phenomena (weekend and weekday) and time
trends are examined. Based on our interviews with
security managers at the financial institution we use
a simple investment example to illustrate the method.
Sensitivity analysis is also performed.
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Figure 2 Entity-Relationship Diagram of the Activity Monitoring System Database
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4.1. The Augmented Dickey-Fuller Test

Because the model selection and the model estimation
depend on whether the time series is stationary or
not, we will begin by using the augmented Dickey-
Fuller test to explore the data.

A univariate time series is said to be stationary if its
mean, variance, and auto-covariance are independent
of time. The first two conditions require the pro-
cess to have a constant mean and variance, respec-
tively, whereas the third one requires the covariance
between any two values to depend only on the time
interval between these two values and not on the

point in time f. A nonstationary time series does not
satisfy one or all of these conditions; it has charac-
teristics that change systemically through time. This
nonstationarity may be caused by seasonal effects
and/or long-term trends. If the series is not station-
ary, we will difference it or incorporate other possible
factors into the modeling.

The augmented Dickey-Fuller (ADF) test examines
whether a series is stationary (Greene 2000). It is a
modification of the Dickey-Fuller test (Dickey and
Fuller 1979) and involves lagged values of the depen-
dent variable. The test captures the possibility that
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Figure 3 Daily Activities from 1/16/04 to 3/20/05 Figure 4 Simulated Daily Losses
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the observations are characterized by a higher-order
autoregressive process. Equation (4) specifies what we
used to compute an ADF:

k
Axp=p+yx,_4 +Bt+25ijt7j+8t (4)
j=1

where x, is the observed daily loss at day t and Ax, =
X; — X;_q. m is a constant term. y, B, and §; (j =
1,2,...,k, k is the number of lag) are coefficients. &,
is the error term. The null hypothesis of the test is
v =0, which implies that the data are not stationary,
and the alternative hypothesis is y < 0, which says
that the series is stationary.

The trend and constant terms were not included in
our test. Several values for k were used to examine
whether the test results were affected by the number

Table 2 An SQL Query to Generate a Daily Report on Password Change

Exceptions

Report Query Description: Password Changes Report

Output To: Screen

Report Query Selection String: SELECT LogDate AS ReportDate, LogTime as
ReportTime, Origin, Source, Category, Event, Error, [User], Node, Server,
substring([Remarks], 1, 255) AS Description1, substring([Remarks], 256,
510) AS Description2, substring([Remarks], 511, 765) AS Description3,
substring([Remarks], 765, 1000) AS Description4, Object1, Class1,
Attribute1, Value1, Object2, Class2, Attribute2,0peration,PerformedOn
FROM VIEW_LTA_REPORT_80 WHERE ((Origin LIKE ‘LT Auditor+
Processed Log’ AND Source LIKE ‘NetWare’” AND Category LIKE ‘NDS’
AND Event = 409)) AND (LogDate >= ‘2005-02-27 12:00:00 AM’ AND
LogDate <= ‘2005-02-27 11:59:59 PM’)

of lags. From the results summarized in Table 3, we
found that the series of the daily losses is stationary.

4.2, Exceedances over Thresholds Model

Because a series of daily data is available, we will
employ the model known as “exceedances over
thresholds” (Davison and Smith 1990, Pickands 1975)
to fit the data. (In Appendix B, we provide a brief
review of the exceedances over thresholds model.)
The maximum-likelihood method is used to estimate
the distribution parameters of generalized Pareto dis-
tribution (GPD) with the S-PLUS functions obtained
from the website (Coles 2001).

4.2.1. With the Assumption of Temporal Inde-
pendence. To use the exceedances over thresholds
model, a proper threshold must be selected. The mean
residual life plot is a diagnostic plot drawn before
fitting any model that gives guidance about what
threshold to use (Coles 2001, p. 78). Above a threshold
Mo at which the generalized Pareto distribution pro-
vides a valid approximation to the excess distribution,
the mean residual life plot should be approximately
linear in the threshold chosen w. Figure 5 shows the

Table 3 Results of the Augmented Dickey-Fuller Test

k 1 5 10
ADF t statistics —9.88 —4.45 —2.48

Notes. The critical value at 1% is —2.57. The critical value at
5% is —1.94. The critical value at 10% is —1.61.
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Figure 5 Mean Residual Life Plot for Daily Losses
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mean residual life plot with approximate 95% confi-
dence intervals for daily losses.

The graph is initially linear from u =0 to u = 8,500
but shows substantial curvature until p =~ 24,500,
whereupon it decays sharply. It is tempting to con-
clude that there is no stability until u = 24,500,
after which there is approximate linearity. However,
there are only two exceedances of the threshold u =
24,500, too few to make meaningful inferences. Fur-
thermore, the information in the plot for large values
of u is unreliable because of the limited amount of
data on which the estimate and confidence interval
are based. Thus, we chose u = 8,500 as our thresh-
old. (We also did a sensitivity analysis with u =
8,700; the results do not have significant differences.)
This choice leads to 178 exceedances in the series
of length 430. The maximum likelihood estimators
of GPD parameters are (7, é) =(1,993.16, 0.21), with
standard error 223.83 and 0.09, respectively. Figure 6
plots the profile log-likelihood for ¢ with a line indi-
cating its 95% confidence interval.

Diagnostic plots for the fitted GPD are shown in
Figure 7. The goodness-of-fit in the quantile plot
seems unconvincing, but the confidence intervals on
the return level plot suggest that the model depar-
tures are not large after allowance for sampling. The
return level plot also illustrates the very large uncer-
tainties that accrue once the model is extrapolated to
higher levels.

The GPD model provides a direct method for risk
estimation using return level. Figure 8 plots the profile
log-likelihood for the 100-day return level X4, with a

Figure 6 Profile Likelihood for Shape Parameter in Threshold Excess

Model of Daily Losses
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line indicating its 95% confidence interval. In our anal-
ysis we use 100 days as our return period. In other
words, we estimate a level at which the occurrence
probability of the daily losses is greater than or equal to
1%. We have X, o9 ~ $19,710 with standard error $2,692.
This is the VaR of daily loss at p = 1%.

4.2.2. Without the Assumption of Temporal In-
dependence. In the above analysis we assume that
our observations meet the property of temporal inde-
pendence. However, this may not be the case in real-
ity, and the observations may be mutually dependent.
Various methods with differing degrees of sophistica-
tion have been suggested to deal with the problem of
dependent exceedances in the threshold model. The
most widely used method is declustering (Coles 2001,
Davison and Smith 1990). The purpose of declustering
is to filter the dependent observations and obtain a set
of threshold excess that are approximately indepen-
dent. The cluster may be identified through a para-
metric model that utilizes the extremal index (Davison
and Smith 1990, Leadbetter et al. 1989, Smith and
Weissman 1994) or a nonparametric method in which
the clusters of exceedances are defined by an empir-
ical rule and the extremal index is then estimated as
the reciprocal of mean cluster size. Several studies
have shown that the nonparametric method is quite
robust, provided that the empirical rules are intu-
itively reasonable (Smith 1989, Tawn 1988).

In our analysis we will follow the nonparametric
method. First we specify a threshold u and define
consecutive exceedances of u to belong to the same
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Figure 7 Model Diagnostic Plots for Threshold Excess Model Fitted to Daily Losses
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cluster. Once we obtain r consecutive observations
that fall below u, the cluster is terminated. The
next exceedance of u will start a new cluster. After
we obtain clusters, we identify the maximum value
within each cluster. Assuming the cluster maxima to
be independent, we fit the generalized Pareto distri-
bution to the cluster maxima.

We then need to choose two values for the nonpara-
metric method of declustering. To check the sensitivity

Figure 8 Profile Likelihood for 100-Day Return Level in the Threshold
Excess Model
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of the estimate, we did a full-factor analysis for u =
8,500, 8,700, and r = 0, 2. Because of the restriction
of sample size, we were unable to make r larger to
obtain a meaningful estimation. In the case of r =0,
each exceedance forms a cluster, which corresponds to
the analysis we carried out in §4.2.1.

Table 4 shows the estimation results, including the
standard error (SE). The values for 100-day return
level (X,q9) are similar across the choices of u. The
values for 100-day return level (Xy4) at r =2 are
lower than that at r =0, but the differences are not
statistically significant. This suggests that inference
on return levels is quite robust despite the subjective
choice that needs to be made.

4.2.3. Seasonal Phenomena and Time Trends. To
examine whether the exceedances over the thresh-
old vary between weekends and weekdays (seasonal
phenomena) and/or change linearly over time, we
will model the GPD parameters in generalized linear
models. Let y, be exceedances over the threshold, i.e.,
Y, =x, — u, where x, is the daily loss at day ¢ and u is
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Table 4 Estimation Results Table 6 Solutions A and B
u=8,500 u=28,700 VaR (at p =1%) of daily loss (§)  Expected daily cost ($)*
r=0 r=2 r=0 r=2 Current 19,710 7,777
Solution A 11,876 4,475 (=3,925 + 550)
The number of 178 56 163 53 Solution B 6,938 4,906 (=2,906 -+ 2,000)
clusters (n,)
GPD parameter (7)  1,993.16 3,180.23 1,954.16 3,309.96 *Expected daily cost = Average daily loss + Solution daily cost.
(SE) (223.83)  (674.29)  (233.60)  (711.20)
GPD parameter (¢) 0.21 0.17 0.23 0.15 Figure 9 Solution Plot
(SE) (0.09) (0.17) (0.09) (0.17) .
100-day return 19,710.23  13,582.85 19,813.89  13,818.25 8,000
v 4 [ |
level (%,00) (SE)  (2,692.80)  (3,391.10)  (2,642.37) (3,810.25) R Curor status
(2]
the threshold. Define a dummy variable I(t) as % 7,000 -
ke |
1, if t is Saturday or Sunday g 625007
Itt)= . = 6,000 -
0, otherwise S ]
L . 8 5,500
Then the estimation model is S ]
L% 5,000 -
v, ~GPD(a (1), &(t)) 1 Solution B
4,500 =
where . Solution A
4,000

o (t) = B1o + Bul + Biot
§(t) = Byp + Bor I + Bost.

The estimators of the coefficients B; (i =1,2, and
j=0,1,2) and their standard error are shown in
Table 5. The estimation is carried out with u =8,500.
We can see that none of the estimators for 8; (i=1, 2,
and j =1, 2) are significant at 1%. This implies that the
exceedances over the threshold neither vary between
weekdays and weekends (seasonal phenomena) nor
change linearly over time. The results are also con-
sistent with the result of the augmented Dickey-
Fuller test.

4.3. A Simple Investment Example

Consider two possible security investment solutions:
* Solution A: Install a firewall. This solution will

decrease the probability of both types of incidents by

half at a daily cost of $550.

Table 5 Estimated Coefficients of the Linear Models for GPD
Parameters

i 10 11 12 20 21 22

E,, 1,936.82 —269.76 1.06 —0.26 0.17 0.00

(SE)  (643.80)  (487.95)  (2.53)  (0.21) 0.8  (0.00)

— 11—
6,000 8,000 10,000 12,000 14,000 16,000 18,000 20,000
VaR of daily loss (dollars)

* Solution B: Increase the frequency of backup
and introduce detection systems. This solution will
decrease losses from both incident types by half and
reduce the frequency of type A intrusions to 1 per
20,000 activities. It has a daily cost of $2,000.
Following the procedure in §4.2.1, we estimated the
VaR and calculated the expected daily cost (which
includes the average daily loss and daily solution cost)
for both solutions. The results are shown in Table 6.

The current status and both solutions are plotted
in Figure 9. We can see that, compared to the current
status, both solutions reduced expected daily cost as
well as value at risk. Solution A has a higher VaR and
a lower expected daily cost than solution B. The deci-
sion maker can choose either A or B based on his/her
risk preference, but if the decision maker follows the
rule of minimizing expected daily cost, only solution
A is suggested.

4.4. Sensitivity Analysis

To examine the sensitivity of the result, we further
interviewed the security managers about the occur-
rence probability and incident loss. Based on the
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Table 7  Parameters for Sensitivity Analysis which would help to make strategic investment in
Incident type Occurrence probability Incident loss information security more effective. Another possible

Uniform distribution with
minimum $90 and
maximum $110.

Type A: High-frequency— Triangular distribution
low-impact incidents with mode 1/15,000,
minimum 1/20,000, and
maximum 1/12,000.

Type B: Low-frequency— Normal distribution with
high-impact incidents mean 1/50,000,000
and standard deviation
1/500,000,000.

Normal distribution with
mean $10,000 and
standard deviation
$1,000.

interviews and data snapshots, we used a set of ran-
dom variables as shown in Table 7 to represent the
occurrence probability and incident loss. Daily losses
were then simulated.

The series remains stationary. We performed the
analysis following the steps in §4.2.1. The expected
daily loss in current status is $7,752, and the VaR at
p =1% (or the 100-day return level) of daily losses is
$20,175 (with a standard deviation of $3,842).

Consider that solution A will reduce the occurrence
probability of both types of incidents by half (but
not change the distribution of the probability) at a
daily cost of $550. Solution B will decrease the loss
from both types by half and reduce the frequency
of type A intrusions to a triangular distribution with
mode 1/20,000 activities, minimum 1/25,000, and
maximum 1/17,000, with a daily cost of $2,000.

With solution A, the expected daily loss is $3,908,
and the total expected daily cost is $4,458. The VaR of
daily loss at p =1% is $10,304 with a standard devia-
tion of $1,274. With solution B, the expected daily loss
is $2,904, and the total expected daily cost is $4,904.
The VaR of daily loss at p =1% is $7,788 with a stan-
dard deviation of $1,119. These results are similar to
the ones calculated in §4.3.

5. Discussion and Conclusion

Learning from the past gives us a way to prepare
for the future. Extreme value analysis helps us to
quantify the risk of information security. Using this
quantification, a firm can determine proper security
solutions based on its risk preference.

This methodology can lead to many future avenues
of research. With the extreme value approach, we
may be able to determine whether the extreme daily
loss is influenced by other environmental factors,

extension is to apply the extreme value analysis to
intrusion detection, another important area of infor-
mation security. Detecting and understanding anoma-
lies on the Internet is still an open and ill-defined
question.

This study has certain limitations. First, for illustra-
tion purposes, we have used simulated daily losses
in our analysis. Those simulated daily losses may not
reflect the real losses to the institutions. Actual losses
in a firm will be situation specific and can be esti-
mated only on the basis of assumptions by security
staff, many of which would not be verifiable. How-
ever, an indicative figure as used in our simulation
can provide insight facilitating managerial judgment.
Second, we focused on using extreme value theory to
characterize the behavior of attacks; we did not exam-
ine how to operationally decide on a corresponding
security investment level and then convert it into a
real protection level for a system through the combi-
nation of various technology and security policies. No
single security technology can achieve effective secu-
rity; therefore, diverse security technologies that sub-
stitute for and complement each other (e.g., firewalls,
intrusion detection systems, monitoring technologies)
are necessary. The ability of such technologies to
reduce system risk depends on many factors that are
not considered in the model, such as how the tech-
nologies collaborate with other security mechanisms.
This is an interesting topic that needs further explo-
ration. Third, because extreme value analysis is a sta-
tistical approach based on past data, it has limited
applications in cases where the security scenario is
evolving so that past data are no longer reliable pre-
dictors of future situations.
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Appendix A. Examples of Security Incident Reports
We contacted the financial institution for permission to see
their exception reports. After consulting with the chief infor-
mation security officer, our contact at the financial institu-
tion gave us specific reports for a sample of five randomly
chosen days, which we have summarized in Table A.l
below and have described in the subsequent paragraphs.

1. Web Banking—Bill Pay Files Monitoring

Bill pay files are used by commercial banks and institutions
to verify the charges occurring on their customers’ debit
(or credit) cards. These files contain customers’ transaction
information. Business entities such as retail websites send
these transaction files to the institution periodically (e.g.,
every day).

These files are stored in a local server belonging to the
commercial bank or institution. Normally the verification
process is executed at night. These files should not be
viewed or changed by anyone. Viewing these files results in
information leakage. Modification or deletion of these files
may cause financial loss to the banks. To monitor any unau-
thorized actions (such as view, modification, or deletion) on
these files, daily reports are generated. The daily numbers
of such exceptions in five observation days are 1, 1, 1, 0,
and 2, respectively. All of those incidents had low impact.

2. CORPX Activities Report

CORPX is a technical firm who provides service to the
institutions. The institutions have outsourced part of their
helpdesk to CORPX. CORPX can access the network infras-
tructure of the institutions. Based on the regulations and
laws, the activities of CORPX inside of the institution infras-
tructure should be monitored, and any exception or unau-
thorized activities should be reported. Daily reports are

Table A.1 Daily Numbers of Four Types of Exceptions
CORPX NDS security

Web banking—Bill activities equivalence NDS object

pay files monitoring report exception changes
Day 1 1 14 5 0
Day 2 1 8 12 1
Day 3 1 1 3 10*
Day 4 0 15 13 28
Day 5 2 5 13 2

*A high-impact incident happened.

generated to monitor those exceptions on the activities of
CORPX inside the infrastructure. The daily numbers of such
exceptions in five observation days are 14, 8, 1, 15, and 5,
respectively. All of those incidents had low impact.

3. NDS Security Equivalence Exception

NDS (netware directory service) security equivalence excep-
tion monitors the activities of security staffs as they manage
critical roles (assign and revoke) in a role-based access con-
trol system. There are approximately 300 such critical roles,
which have access to important resources. To prevent abuse
of access rights, assigning or revoking these roles needs to
be monitored. The daily numbers of such exceptions in five
observation days are 5, 12, 3, 13, and 13, respectively. All of
those incidents had low impact.

4. NDS Object Changes
NDS (netware directory service) provides an organizational-
level structure of the enterprise information infrastruc-
ture. The objects in the NDS include servers, workstations,
user/role objects, group objects, and network objects. Unau-
thorized changing or moving any object in NDS affects the
normal function of the corresponding object. Depending on
the nature of the objects, the business impact may be high
(e.g., a server) or low (e.g., a user object). The report on NDS
object changes monitors all exceptions relating to changes of
these objects. The daily numbers of such exceptions in five
observing days are 0, 1, 10, 28, and 2, respectively. On the
third observation day, the SAS service on a server was acci-
dentally deleted. The deletion interrupted the production
activities of the customer analytics team. The team relies on
SAS for marketing and risk analysis. It took around half a
day to restore the SAS service. This exception was consid-
ered as a high-impact incident.

Table A.1 summarizes the daily numbers of those four
types of exceptions.

Appendix B

1. Exceedances over Thresholds

Classical extreme value theory concerns block maxima,
which considers only one observation in a sequence of
observations (a block) (Coles 2001, Fisher and Tippett 1928,
Gumbel 1958). Exceedances over thresholds provide an
alternative way to model extreme value by characterizing
an observation as extreme if it exceeds a high threshold. The
concept of exceedance over thresholds considers an obser-
vation as extremal when it is above a certain threshold.
If an entire time series of, say, hourly or daily observa-
tions is available, exceedances over thresholds provides a
better utilization of the data. The major theorem regarding
exceedances over thresholds is as follows:

THEOREM (CoLEs 2001, p. 75). Consider the distribution of
X conditionally on exceeding some high threshold u, and let Y =
X —u,and Y > 0. We know
F(u+y)—F(u)

E)=Pr{Y=y|Y>0}= 1-F)
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Figure B.1  Densities for the Three Generalized Pareto Distributions where s, = Pr{X > u}. By inversing Equation (B3) we obtain
(c=1,u=0)
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As u— wp =sup{x: F(x) <1}, we found a limit distribution,

Ey)~Gy; 0,¢)
where G is Generalized Pareto Distribution (GPD)
y\
Glyio =1~ (1+¢%) )

defined on {y: y > 0 and (14 &y/o) > 0}, where o and & are the
two parameters of the distribution.

The rigorous connection between exceedances over
thresholds and the classical extreme value theory was estab-
lished by Pickands (1975). GPD has three cases depending
on the value of the parameter ¢ (Figure B.1):

® The case & > 0 is the “long-tailed” case, for which
1—G(x) decays at the same rate as x~'/¢ for large x.
This is reminiscent of the usual Pareto distribution, G(x) =
1—cx~Ve,

e For ¢ =0, we have the exponential distribution with
mean o as the limit

Gy;o,00=1 —exp(—%).

® For & <0, the distribution has finite upper endpoint
at —o/¢.

Replacing Y = X — u into Equation (B1), now we have

-1/¢
Pr{X>x|X>u}=<1+§x;u> . (B2)

It follows that

—1/¢
Pr{X>x}:§u<1+§x;u> (B3)

£
u+%[(&) —1], for £ #£0
- g (B4)

for £ =0.

1-p s
u+olog =,
p

X;_, is the (1/p)-observation return level. In other words, the
level x,_, is expected to be exceeded once every 1/p obser-
vations to a reasonable degree of accuracy, or the occurrence
probability of an observation to exceed x,_, is p.

2. Seasonal Phenomena and Trend Analysis

In a lot of cases, the stochastic process may have charac-
teristics that change through time. There may be a seasonal
phenomenon or time trend present in the data. Or we may
be interested in whether the exceedances over the threshold
will be influenced by the changes of other environmental
factors.

Let GPD(o, &) denote the GPD distribution with param-
eters o and ¢. Let u(t) denote threshold at time ¢, and let y,
denote the exceedance over threshold at time t; ie., y, =
x; — u(t). To examine whether there is time trend of o (t),
the estimation model is

Yy ~GPD(a(t), £)

where
o(t) =By + Bit-

To examine the presence of the seasonal phenomena of o (t)
with k seasons s, s,, ..., s, we may use the form

B
o) = [h(0), (o), - 10T | P2
Br
where [;(t) is the dummy variable having
1, ifs(t) =s;

L(t) = o
0, otherwise

ji=1,...,k

To identify factors that might have significant impact on
the exceedances over the threshold, the estimation model in
general form is

yi ~GPD(a (1), £(1)
where we specify a general linear model for o (t) and &(t) as
Buo
a(t)=[1,z1(t), ..., z1,(H)] 311
Bin
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and

Bag
£ =L 2 (), ... zan(®)] | P2

B 2m

z;;(t) is a factor to be examined (e.g., the time, the number
of employees, and the number of enterprise applications in
a different time period).

Using these regression models, we are able to identify
whether the exceedances over threshold are changing over
time and/or whether there are seasonal phenomena or
other important factors that significantly change the behav-
ior of those extremal.
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